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1. Introduction:

SALTO RW Pro-Access software has been developed to manage
access control to buildings where read-write ID elements are used

(smart cards).

Using this system two main tasks can be accomplished:

- Design the locking schedule and perform the first electronic
lock initialisation.

- Support an application usable by software operators to edit
the user’s key cards.

The ability of managing On line wall readers and updaters is a
feature only available in the PA Connected or higher software. These
functions are not supplied with the standard PA software.

5 =l&ix
e (W Mt dits fan Perpbwrss Sell

Lme 6@ 0 o8

|
Ul Usw goanr | Toed puds T racooas Cabercm ost Cowmct M0 Akt 3l

Cper st aman IHNVRL00 K418 wo:CoMi Lo COMI et

S| [l 8 D0 | Gtedmmae. | o | #nvews 1 [ s ceme. LECEITE w0

Figure 1.

Once the locking schedule has been designed, we can transfer it
to every door within our facilities by PPD, a small portable programming
device, which will be essential to implement the installation, and to audit
doors whenever you want.
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To sum up, you will need the following elements in order to
manage hotel access control:

1. Salto PA Software installed in 1 PC .

2. RW iD elements, both for hotel personnel and guests.
(keys).

3. RW escutcheons for those doors with access control
procedures.

4. 1 card editor. ECX000.

5. 1 portable programmer (PPDX00).
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2. Program installation

To install the software provided by SALTO, your minimum system
requirement should comply with the following:

Under an SQL DB

RAM; 1GB.

Processor; 1 GHz or higher. 32Bits and 64Bits.

Hard disk available space; 10 GB. (Aprox. depends on the DB)
Operating system; Windows 2000, NT 4.0, XP, Vista, Windows 7.
MS-SQL Express, MS-SQL 2000, MS-SQL 2005 or 2008

The CD-ROM provided by SALTO contains a wizard for easy
installation that runs automatically, when you double click the “SETUP
.EXE” icon. Follow the wizard instructions for installation.

WARNING: make sure that your PC clock has the right time, and
that it set correctly, since the SALTO system time will be based on
your PC clock.

Salto software allows you to work with a multiworkstation
configuration, that is to say, the program can be used on different PCs
simultaneously, with the same data base. The main condition being that
every user is provided access with read/write privileges to the SALTO
DB within the SQLServer.

MDAC

Salto RW application requires MDAC (Microsoft Data Access
Components) 2.1 version or higher installed on the system. This
requirement is met by the latest operating systems such as Windows
2000 or Millennium, where MDAC 2.5 is a default installed option.

MDAC Installation on your system

SALTO installation program contains also the executable file
“‘mdac_typ.exe”, that runs MDAC 2.5 version. Before proceeding to
install this, perform the following steps:
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Check that your system has no MDAC or a lower version
than 2.1 already installed (see previous paragraph).

Close all currently active applications, above all those that
could use MDAC such as: Word, Excel, Access, Power
Point, Internet Explorer, Outlook, etc...

With Windows NT, as a precautionary measure, log in as a
user with administrator privileges.

Double click the executable file “mdac_typ.exe” contained in
the CD-ROM provided by SALTO in order to install in your
hard disk 2.5 version. To localise this file, select the path:
D:\Mdac\ Mdac2.5SP2\ Language\ mdac_typ.

It is advisable to read the mdac_readme file, to obtain more
information.

SQL MS Server

To work with this application it is needed to have installed on

the computer the MS SQL Server 2000, 2005 or 2008. Even it is
recommended to have installed the Microsoft SQL Server
management Studio as well.

The Salto software is available to work on the windows

authentication and SQL authentication. This Software is available
in the following site:

http://www.microsoft.com/downloads/details.aspx?displaylan

g=en&FamilylD=220549b5-0b07-4448-8848-dcc397514b41
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Sl MicrasoR SQL Server 2005 Setup

5]

End User License Agreement

MICROSOET SOFTVARE LICEWSE TERKS
HICROSOFT SQL SERVER 2005 EXPRESS EDITION

These license terns are an agreeasnt bstyesn
Microsoft Corporation (or bassd on vhere you
live, cue of itz atfiliates) and you Please
read them. They apply to the smoftvars nawed
sbove . which includes the wedia oo vhich you
received it. if any The terms also apply to any
Hicrosoft

*  updates,

* supplessnts

& zupport services

|

* Internet-basad zervices. and

™ 1acoegt the loensing teens and conditions

Mot > Cc-cd'

Accept terms and conditions and click next.

il Micrasoh SQL Server 2005 Setup

5]

Installing Prerequisites, click Install

Instaling Freroquisites
natalls softwirw corporerts mauned frior to netaiing SGL
Server. aa
SQL Server Companent Update wil nstal the folowng commponents
requrad for SQL Server Setup:
Microseft SQU Natwe Chent
Microsoft SQL Server 2005 Setup Supoort FHes
Chck Inszal 20 continus.
ol Concs |
i Micrasaht SQL Server 2005 Setup e Xl
Instaling Freroquisites
sty softwrw comporerts magumd drior to neteiing Q1
Server da

SQL Server Component Update wil nstal the folowng cormponents
required for 5QL Servar Setup:

v Microsoft SQL Native Clent
¥ Mcrosoft SQL Server 2005 Setup Support Fles

The regurad componants were nstalad iccessfuly,

[_tet> |

Prerequisites are installed, click next.
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Click next.

Once the checking will be dor;e: click nex‘t.

15 Microsatt SQL Server 2005 Senp o]

» Welcometothe Microsoft SQL
Serverinstallation Wizard

Sedsp wall help you instell. modvdy or remove Microsch
SGL Server. To contirue, chick Nese

Y

’ [[Thet> ] caca | ‘
15 Microcoh SQL Server 2005 Satup ISl
System Configuration Check
it while e 2ystem is checked for potans ineiabon
probiams
| “
J 2 17 Tod 0 Ener
@ Seccens 11 Succwen ! Wermeng
Detay
| Ao | Sunas | Message |-
@ SCE Server ESon Opetng Sysom Succen
& Mrmur Hedware Regurement Sucoess
@ FPendng Reboot Regueenent Sucoass
@ Doiad ndulster: P Pyrvsenon Re Sutcen
& end Eglrer Reguesnent Success
@ COM Pus Catslog Sequesmant Sucoess
2 ASP Net Vamion Ragatraton Ragure Warng Vamace
9 Mewrrr NDAC Versen Rngurwment e
Fllr = ! I Aot w |
[ " Het s |

In case of errors, they will have to be fixed before continuing

with the installation. It is possible that the ‘Microsoft .NET
Framework 2.0 o superior’ is missing. In this case, it will have to
be installed before continuing with the installation.
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B Micrasalt SQU Server 2003 Express Edition Setp el
| Registration information ™~ |

The folowing nformaton wll personastee your nstallation

‘ The Narre fekd sacnt be Sed n prioe 10 proceeding. The Company field & optonsl

#ide acvanced configuration optors
b (o> || conce

Place the name and the company. The name must be
written, the company is optional.

Unselect the “Hide advanced configuration options” mark
and click next.

7o Microsaft SOL Server 2005 Exprass Lditlon Setup

Feature Sefection
Sedect the program festhures you want installed

ik an oon in tha Followng et bo changs how « fastire is retalled

Faotus dercrpbion
Instalis the SOL Server Database

Engee, tooks for maregng relstionsl
nd L data, wned repication,

= | Reghcation
= + | Shaced Took
= de] Dk Comporents
=3 + | Commectiity Conpomeiis
X = | Softwars Development 12
Ths fasture requres &7 MY on your
hard crive. [t has 2 of 3 stfestures

selactad, The subfestures requre 110
ME on your hard deivs,

Iresafotion path

CAArPton dn frogransMicromat SOL Server) Brivvss,
| Dk Cost..,
[ hee [ <psk | [ jests ][ caei |

Select the path where the SQL Express and its components
must be installed.

The following features must be installed; Data Files, Shared
Tools, y Connectivity Components. In order to select them, click
on the option to select and chose, ‘will be installed on local hard
drive’

=~ I Client Components

omponents
will be installed on local hard drive

I=3E Entire feature will be installed on local hard drive M

¥ Enkire Feature will be unavailable
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7% Microsaft SO Server 2005 Exprass [ditlon Setup

Instance Name
tou can retal 3 detak stance o you can specty & naned
retance
A
Provide & name For the nstance, For a dafaut natalebon, chdk Defauk inctance and dick

Neat. To upgrade ) mesting ol o eatance, ok Defad vatance. To upgrads an sdeting
naned retance solect Naned indtance and speciy the retance nae

() Def st nstarce

O Nared netaren

s

To view & kst of sonstng nstances and components dick on Installed inctances.

| Lok el it arican

[ oe | [epsk | [ st | [ cowe

Provide the name of the instance to be installed.

If only one instance will be installed in this machine, it is
possible to select “Default Instance”. In this case, when opening
the Salto DB it would be enough to place the PC’s name without
the instance.

If an instance name is specified, in order to connect to a DB,
it will be necessary to place; ‘Server_name\lnstance_name’

7% Microsaft SOL Servnr 2005 Expeass [dition Setup

Existing components
Cosponerts have boen founs oo the machine. Select upgr ade
ophions below
<

The Following components thet you choss to nstall are sready nstalled on the nachne. To
Ve & report of avadatie cptions andt alernattens Cch on Detaly

i im.ﬁ,. )

[be | [ gk | [ hets | [ come |

After all the PC’s components have been updated, click next.
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£ MicrasoR SQU Server 2003 Express Edition Setup e |
[ Sarvice Account -

Service sccounts define which accoures o log n

Customize for each service account

8 Use e buit 4 Systen account | N trodeh service 4

Use o Gomen user account

Start senvices at the end of setup
7 508 Server

¥ SQL Bromser

Hep < Back Neoar> || Concel

Make sure to select the “Start services at the end of setup”
option, SQL Server and SQL Browser.

1o Microsaft SO Servar 2005 Txpeass [dttion Setup

Authentication Mode
The authentication mode speciies the seculy ued whan
Connectng to S8 Server

Sedact the suthentxation mode to use for thes instalistion

O Wirdows dutherkication Mode

) paed Mode (Widows Afenicatan and SOC Server At ain

Soechy the sa logon passvord beloss:

Criter password:

Confrm pacswoed.

Bee | [Cepsk | [Cets ][ comel

In this window, it is necessary to select the authentication
mode that will be used to open the DB. If the company has a
domain and all the users will connect to the DB using the windows
login, select the Windows Authentication.

On the other hand, if there isn’t any existing domain or if we
want to connect to the DB using an SQL user, it will be necessary
to select the Mixed Mode and place a password for the
administrator (sa) user. The password will have to be secured;

The secured password cannot follow some conditions neither
prohibited terms as follows;

a. NULL condition nor blank
b. "Password"



SALTO

nspiredaccess SALTO RW Pro-Access...... p.15

C. "Admin"

d. "Administrator"

e. sa
f. "sysadmin”

2. The secured passwords cannot contain the following
terms related to the PC:

a. Name of the user used to log the actual session.
b. Name of the PC.

3. A secured password must be at least 6 characters long
and comply with at least 3 of the 4 criteria.

a. Must contain uppercases.
b. Must contain lowercases letters.
C. Must contain numbers.

d. Must contain alphanumeric characters as i.e., #, % or .

If the authentication mode to use is not known, we
recommend to use the mixed mode, as this mode allows both
authentication modes.

If only the windows authentication mode has been selected
and the SQL authentication mode is needed, it will be necessary
to install the Management Studio software in order to modify this
option.
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7o Microsaft SOL Server 2005 Exprass Ldition Setup

Cofation Settings
Colistion settings cefne the sorting behardor for your server

Collaton settings for servee: SO0 Server

G Edation dovgrator and et ordeer
Modern_Spanesh v
[CJenary [ gy - code pour
[CICase - smnsive [ o - senmtive
[Z] mecerk - senstive [CIwadth - coretve

ﬂsoud.ms(udfanmmhtyuhumvnmnfﬂsav«l

(e ) T | T |

Select the option Accent-sensitive. Other options must be
unchecked. Click next.

‘" Microsoft SOL Sarver 2005 Expeass Ldition Setup

User Instances
Condigure Run As Normd User mrode.

Alowy users who o ot have ados wivieges to run & atance of the
Database Engine,

e (<o | et [ oo |
Leave it as by default and click next.

1 Microsaft SOL Server 2005 | xpress [dition Setup

Ready to Instal
Setup i ready to begn instaliakion.
Lo

Setup has enough nformabon to start copying the program fles !upvocnd,ddlmd To
change wwy of your naabion seltings, dick Badk, T eicd setup, chck Cancel

‘The following components will be instafied: a

‘s SOL Server Database Services
HDatahasa Sarvoas)

M following components that you selected will not be
changed:

o (Sent Components

w.rnlng Setup Tound that the following components that

.*cadvmreataﬂlmntkaupxthvdﬁmthe
components belng nstalled,

-

(e ] [Cma e ) [ coxa |
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Finally, click “Install” to start.

During installation, it may happen that the following error
would appear when tying to install a 2005 or 2008 SQL server

English version on a non English language Windows XP SP3

operative system.

To fix this error, it will be necessary to download SQL Server

Express installer with the operative system

Microsoft web site.

Microsoft SQL Server 2005 Setup

The Windows Installer service cannok update the system File C:\WINDOWS\system32i msxmlér . dll because the file is protected by Windaws.
“fou may need bo update your operating syskem For this program to work correctly.

i Aceptar  © Cancelar

Remote conexions Service configurations

Now, we will use the

Configuration”

Now we go the
configurations”

4z SQL Server Management Studio Express
. Configuration Tools
@ SQL Server Configuration Manager Help and Support
] SQL Server Error and Usage Reportin

Microsoft SQL Server 2005
Default Programs

i ;,'Vj_IV'WS'(iLisrerrver Surface Area Cbnfiguraii- o Run..

Back

“Servicies and conexions area

...... p.17

language from

“SQL Server Surface Area
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I ﬁ — & Wrdows secms Symrem |
‘Mn-umu_n-—
Minimize SQL. Server 2005 Surface Area
S e e L e e S e s I

+ Daatie urnases swrvioss and netwosk profccol fr merete comections
+ Dimale urumec faatures of SO Server compenerts

Formew ratelators. cam thass tocks 0 enatie moured lestoms sevices, and network proftocols thet s Sasbied by
Adud For cogwied ratances. Law thes loch io detfy and dasble urused fndures serscws and pretocol .

Usets with adesrsstiatve otviages on Moceft Wisdows Vists e leter wessions sl re bnger have scwrastratve
ervinges on e SOL Server natalldon by Sl To explctly sdd yoused s & SOL Server sttt Sck on e
Sedre e

W Acd New Adewsetrstor

&  Rasdmom oot corigarg Pe S0 Saver mafacs wes

Configure Surface Area 1or 10Calhes! angs cooman
é“ rface Asea Configuration for Services and Connections

%“* Area Conhig jon for Features

Select the “Service” for our SQL Server, (“SQLEXPRESS”
as it is on the example) and make sure to set it as “Automatic”.
Now, start theserwce

‘) SQLSMZODSSufaceAmConﬂgurauon
V Halp Protect Yows BOL Serees

Eralida only the sarvices ard cornecton fypes used by yoor spphcston Daabling wrasd senvces srd connecions heips
prosect your perver by cecucng he sirface aren For defasht setge. aee Halp

Sﬂ.mwmwnmmm

5§ cm Disable this servioe s your apphcasons cee £
|7 Databsase Engne
+ B
Flamote Connectiors Sarvice nave . MSSGLSCRN
&l
g:ms F:S Deslyy rapve. 300 Sarver CRNG

Desorgtion.  Paovides sotage, prooessng snd contmiied aocees of deta and oo «
FEsacion proceesng

Qxtotoe | Asorelc
Seven i Rurrng

| Ve by tance | e by Companact|

On the “Remote conexions” check the following options:
- Local and Remote Conexions

- Use TCP/IP and named pipes conexions
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wncug.mmmwm.um F u

) SQL Server 2005 Surface Area Configuration
b Hulp Protest Your BOL Sarwar

Eratie orly he yervices sng conmecaon types sses By your spohcatons Dussbling unvsed senvces ang comecaons heice
profect your sarver by radecing the surface men For default setings. see Halp

Select 2 conponert and hen corfigse 1) 26rvices and CONNECHoNS.

' d CAn Dn“-.l SGL Servar 2005 Excwens, Evabaation, and Devaloper ed8ors slow locd

b J SOLESPRESS chard cormeciony orfy. Entepese, Sterdesd, and Wordkgoup sdirs sas b for

" & [ Detatem Engre mite chert cornections aver TCPAT . Lie e cptione below 1o change the prtocals
o0 which SOL Sarear batens $or ncomng chert comections. TCP /P iy prefered over

¥ Seacw ATed (et BECIULE T IOges fewer DOG) 1) be Cpred a0ees e tsewal

e 4 Fersts Cornectons

L SGL Server Browser
Loosl comnections ok
W Lo and reeeste comections
Usng TCPAF oy
Using rareed pipes only i
@ Usng baoth TOP/F and named cipss

" ew try Fmence iwltbym

4 T | A R |

\ T S, —

Now, select “Service” from the “SQL Server Browser”,
make sure that it is set as “Automatic” and start the service.

Mmem(memwme i ; -

| ©) SQL Server 2005 Surface Area Configuration

V Help Mrotoct Youw SO0 Serves

Envitle orly e servicen and costmston Spes Laed by pour applicaions. Daabing wrused services and commecSons helps
protect your merver by reducing he surface sres For default setinge. see Halp

Selact 3 componant and ther: configues B3 3anvioss and Conmecions:

U
Y 3§ CRN Tha sernce returs nasved e ird TOF gon rfumaton 1o chet aspbestons Erabing
t: = |J RLEFRESS s service 4 recsevnanded for Ansbwe Services

d Databuse Ergrm

Serece
t Fersote Comnections Senvce neme SLS0woer
I SOL Server Bowser o 0L S 5
+ Senvice o

Desoygon  Prowdes SOL Server connaction nfomston 1o clert computen

N ‘ View by immance | View by Conponet |

Opening the SQL DB
The next step is opening the DB.
Click “File/ Open new DB” and select the name of the
server, the name of the service and below the name of the DB,
(“SALTO_RW?” by default) using the needed authentication mode.
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Connect to DB _‘_-_ ﬁ .

Server
MAREETIMNGOAASOLEXPRESS

Databaze:

Serial Mo

Connect using:
@ Windows authentication

(71 SAL Server authentication

[ Test connection l

[ o Ok J | X Cancel |

SQL Server Configuration

This option represents an alternative to the SQL data base
management software in order to create logins.

Logins will permit to have access to the database from different PCs
so it is possible to have a shared installation between different
computers.

Tools/Configuration/SQL Server Configuration menu gives access to
the following screen:
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B 501 server configaration
SUL DB useny | SOL Servces
Uter naem

SALTOE rredks

Loge naem
SALTO N rveehe

B

&

£ Aud now o
& Oelde wint

L= Coee

This window manages the different logins to the SQL database.
“Add new user” creates a new login with the following options:

- Login name
The format of this field depends on the authentication type
(Windows or SQL)

3

Create new SQL login

Login name:
|EALTD\

() Windows authentication
() SOL Server authentication

[ Add lagin to securityadrin server function

I " Ok J [ X Cancel ] |

Windows authentication uses existing network users. By
default, the field will show the actual Windows domain so it
can be completed with the user information.

i.e. SALTO\c.imedio

SQL authentication permits to create new names that are
independent from the actual network configuration.
i.e. John
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Create new SOL login @

Laogin name:
|John

) Wfindowes authentication
E.‘ SOL Server authentication
Pagsmord:
Confirm pagsword
Exxx91

[14dd login to securityadmin server function

I " Ok ] [ x Cancel ]

The password field is optional but may be used to improve the
security level when connecting to the database.

This information will be used to connect to the database.

Caution!

It is important to choose correctly the SQL server. The list will
display the different network servers. If SQL Express is used,
the option xxx\SQLEXPRESS will be selected.
Xxx stands for the name of the machine (i.e. Marketing05).

Connect to DB g|

Server:

MARKE TINGOEASOLEXPRESS
MARKE TINGOS\SOLEXPRESS
MARKETINGOSAS OLEXPRESS
MARKETING12

MARKETINGT 3\CRM
MIKELZ\SLSERVER 2005
(M v

Connect using:
() windaws authentication
(%) 50L Server authentication
Logir name::
john

Pazsword:

[ Test connection ]

[ W Ok ] [ X Cancel ]

Add login to securityadmin server function
This function allows to the created users to create new logins.

SQL Services tab shows the different SQL servers installed.
The services are displayed with the possibility to start them.
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-5UL sesver configuration
SOL DB weets | SOL Senvices

Diaplay nare

GL Server 150

Status
RUNING

AU ees——
RUMNNG ' B Sl I

[__Dsas. |

o Clove
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3. SALTO Service RW

SALTO RW Pro-Access for Service is based on a Windows Service
called SALTO Service RW that manages the communications with the
on-line peripherals: CUs, encoders (the wireless locks are not included
on this release).

This service is intended to be the core application of the SALTO
software managing the different modules: Pro-Access, PMS,...

SHIP
clients

RW Pro-
Access

Salto
Service

Graphical Others

Mapping (WEB
clients, ...)

Installation

The installation is launched from the SetupSALTOService.msi file and
installs, together with the service itself, a little application dedicated to
do the setup of the RW Pro-Access for its optimum performance.

1) Swto Service RW = o

| Welcome to the Salto Service RW Setup Wizard &

‘ The ntalier vl guade pou thiough the ags sequaed Lo Install Salo Servce AW 1.0 2.2 on yout
corouw

WARNNG: Thes computes progsan i protacled by coppaght Jaw and memstonal beatins
Unsuthoized dupboation o dabation of S peogran of aryy poficn of L. reay) sesult in severe Ovil
o crrensl pervls, and will b prosecuted i the maserem edert possble under e law
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| 28 Seito Service RW = 2

License Agreement %
..

Fhassn Lok 5 momert &5 mad the lcants sgeement now. I pou accapt the teers below, cick 1
Agroe”, than "Nesr'. Othetwizo clok. “Cancel'

)’F’OU SHOULD READ CAREFLILLY THE FOLLOWING TERMS AND CORIDITIONSE
[BEFORE MSTALLING OR ACCESSING THE SOFTWARE. BY CUICKING THE §
WMCCEPT] BUTTDN AT THE BOTTOM OF THESE TERMS AND CONDIMIONS AND
PROCEEDING TO USE THE SOFTWARE, YOU ACKNOWLEDGE YOUR
MOCEPTANCE OF THE TERMS AND CONDITIONS OF THIS LICENSE
:AGREEHEHT {AGREEMENT") F YOU DO NOT AGREE TO THE TERHS AND
)COMDIT’ONC- OF THIS AGREEMENT. THEN DO NOT ACCESS OR INSTALL THE
[SOFTWARE AND CLICK THE J DISAGREE] BUTTON TO TERMINATE THE
ANSTALLATION. YOU WL BE ENTITLED TO A FULL REFUND OF THE
JUCENSE FEES. IF ANY, THAT YOU MIGHT MAVE PAID FOR THE SOFTWARE

100 Not Agren 2 | Agee

Coocel [ csa T [her |

After accepting the license agreement, an installation folder must be
selected and the “Next” button will be enabled to start with the
installation.

M Sato Service AW - 2

| Select Installation Folder %

The wetaber vl natal 580 Service FW 1o the dadomng lokder

To inctal in thes Tokder, chok. "Newt' To install 5o » diteresd fokder. enfier & befow o chok "Bromse”

folder

[\ Program Fime SALTONS abo Sarvace Fiw's Baowite ]
— |
Dyek Comt | |
Tl Sallo Service FIW o yousell| or 1o aryarm whi Lutes e conpuler ,
& Evenore ‘

St me
|
Cancal | 4Bsck | Hest »

Once the process is finished, the “Close” button will end it and the
service will be installed.
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1Y Saho Service BW - 3
Installation Complete g‘
Sako Secvice ' has been macoeniuly retaled.
ik 'Thase™ o ed.

Pleams use Windoss Ligdate o chack ko soy cxficl upcdains 1o e NET Fimesed

Eada

The Windows services list will now show it with the name SALTO

Service RW.
W Sernces g
m<lBHml» e mumn
% Services thecar) |
Select an item to view &3 description.  Name . Descrippon  Status Sartup Type  LogOnAs &

4 Remote Procedure Ca.. The RPCSS .. Started Automate Network S..
R Precedue Ca. 1n Wind Manuasl Netwerk 5.
i Remote Regintry Enebles rem.. Manual Local Service

u « Routing and Remote . Offers routi. Disabled Local Syste..
% SALTO Senvice RW This i the h...

‘ - TATETES e TARUNT T ~
" Secure Socket Tunneh.., Providesz..  Stated  Manual Local Service

' b Secunty Accourts Ma.. Thestartup ... Stated  Automatic Lecal Syste..
& Securdy Corter The W5SCSV.., Stated  Autorat [D..  Local Setvice
v Server Sopports fil.,  Started  Actomatc Local Syste.,
4 Servicio aumiliar de Az Habikts b2 i Disablea Network 5. ‘
% Servicio Bonjour Permate que_  Started Automut Local Syste_ &
i Servicio del Pod Servicios de..  Started Manual Locel Syvte.., ‘
i Shed Hardware Detect... Provides mo..  Stated  Automatc Local Syste...
4 Smare Card Manage: ac... Started  Automatic Local Service
b Sran Card Remsoval ... Alews the k.. Manual Lecal Systa
"SNP Trap Recevces tin... Manual Loce! Service
% Software Protection Ensbles the .., Automatc (0. Network S...
25 SPP Nexdfication Serace Prowides So.. Manual Local Service
i SQL Servar (CRM) Provides sto.. Manual Network S..

| Estended A Stancard / - -
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Service Configurator

Although the service configuration can be done with the operating
system tools, the Configurator brings some more specific options for its
management.

The Service Configurator is composed of three general tabs:

- Database
- Service ports
- Service properties

Database
This tab contains information about the SQL database connection.

e Server name
The name or IP address of the machine containing the database
must be detailed on this field (NOTE: when using the “Express”
SQL server versions, \SQLEXPRESS” will have to added after
the name of the PC).

e Database
The database is target here.

e Serial No.
Software license number (not mandatory field).

e Server authentication
The authentication type can be selected between Windows or
SQL (NOTE: The SQL authentication needs to have a valid SQL
user created previously).
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| Conhguration
Dotabase | Serviceports  Servee properies

Server name wiegres

User name

Test Connection Vertfy Do Verson Creste new database

Save Close

e Test Connection
It is possible to check the connection with the SQL data base.

e Verify Db Version
The SQL data base must be compatible with the service version.
Older data bases require to be updated from the Pro-Access itself in
order to make them service compatible.

e Create new database
This option allows creating a new data base in order to be opened from

the Pro-Access.
Service ports

The different ports are managed from this window.

The SALTO Service Location will open a socket to communicate with the
different SALTO applications connected to it.

The bottom part is dedicated to open a port or a port range to communicate with
the different peripherals.
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Configuration
| Database | Servce ports | Servier properies

ALTO Servece Locason

Oty for pergheral comeurscation

«' Port Rarge: 200 20000 |

Port

aw. Come

Service properties

This screen is similar to the Windows one to manage the service properties.
The Start Type can be defined (Automatic, Manual, Disabled).

Start and Stop options are also available.

(*) LocalSystem option is recommended to start the Service.

| Configuration
|
|
‘ Dulabase | Service ports | Serwce properses
Service Configuraton Date
Bervre Name:  SALTT Servee RW
Servce Dencroton: Tham Bw hoet for the SALTO Service
Shart Tyow: - Autoraass
Start Sarvicn Ag; (%) LocaiSysten
Linert larse
Passensd

Confym Password
Service Stamup Contral
Servce Stans:  Runnwyg L Rebeh

. Smo

The following icon /2 will indicate that the service is started and running (the
same icon is shown under Pro-Access).
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4. Software operators and competencies

Creating a new DB

RW program has two aspects, depending on the user name that

begins the login session. (By default, the program has the user name:
ADMIN. for the administrator)

The first time you login the program must be opened using the

administrator login.

To open the program double click the shortcut icon on the

desktop.

A window like Figure 1 with 2 fields will be displayed:

User name: type admin.. in upper case.
Password: in your first login session is not necessary to choose
one.

Validate both fields by clicking the "OK" box.

Ilzer name:

[zchir]

Paszwiord:

W OF x Cancel |

Figure.2

Since it is the first time that we have opened the program,

Toolbar icons are disabled as "greyed out".

In order to activate the Toolbar, you need to name the data base

that we will be using.

And assign a path and a directory in your computer.

e Click on the popup menu FILE.
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e Select NEW DB. option (Figure 3.)

e A window like that of Figure 3 will display.

[ w5 Coonectnd [180003] N =l®ix

e Dus et dats fop Pepbwrss Sl I

Cperatas: atren TX0N00 10042 0 CoMi Lo COML e mb -

Poeess| Wl B DL Gt | o | #nvseen [ wsscome. |[LECEITE om

Figure 3

e To open or create a new data base through the PA RW SQL
application Go to FILE/New Database. Then in the window write
the name of the MS SQL Server program you want to work with.
In the field below write the name of the data base you want to
create

e You can write the softtware serial number in the matching field.
this is a just informative purpose field..

e Validate data base name and SQL location (click "OK" button)

e Select the connect using: Windows or SQL authentication
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'

Databaze ;
\SALTO_Rw! v

Serial Mo

Connect using

(%) Windows authentication

I W OK l ’ X Cancel l

Figure 4

Migrating an existing MS-Access DB to a MS-SQL Server DB

In some occasions the customer may not want to create a new
SQL DB from scratch but instead start from an already existing MS-
Access DB. In this regard, the SALTO application offers the possibility of
migrating an existing MS-Access DB to a brand new MS-SQLServer DB.

To migrate an Access DB the admin has to go to File/New
DB/Migration from MS Access, where the following screen will be
showed:
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: JET to SQL migration

JET DB folder:
| C:\archivos de programatSALTONHAMSADATAVGrand Hotel | E]

SOL Server:

Serverl /SOLServer
SC!L Server DE:

} Grand Hotel

Migration process:

Start Jet upgrade ’ [ Close ]

Then clicking on the right bottom we can find where the MS-
Access DB is located. Then we will name the new SQL DB and we have
to specify which is the SQL server program we want to work with. When
all this has been specified we can click on the start upgrade, if
everything has been properly configured the migration will be
successfully done.

Operator competencies

The administrator must specify program operators and their
competencies. In other words, which options of the main menu
operators will be allowed to use.

The administrator could also define its own and front desk
operators' program access passwords.
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Moreover, the super administrator can concede rights to other
group operators in order to let them create operators for their own
group. But those won'’t be able to do so.

T e
Edit lozal configuration options
- Edit operataor
Wiew
r odify
Add and delete
- Edit operator group
RET
r adify
Add and delete
- Edit departrnents

m

Wiew
r odify -

Go to pop-up menu TOOLS/ OPERATORS AND PERMISSIONS/
OPERATORS, as is shown in the Figure.

=leix
e [Wa Mot dato fan Perpbwrot | Toox bl
i m ®
Do Tows. ey
Cpases: axen ZHONE00 13300 | 0:COMI | e COMI 3
Pess| W BTG | Gretema | Pesome. | #livews [ wscme. LECEITE 0o
Figure 5

By default, the system offers one operator, ADMINISTRATOR.



SALTO

nspiredaccess SALTO RW Pro-Access...... p.35
gzl
Narw Oigmsity -
=
il | BVewsmss | Soame [ TEooe
Figure 6

You will probably be required to create further operators.

To create a new operator, click the NEW button on the bottom
part of the window. A blank window will be displayed, as shown in the
following Figure:

Operator x|
Mame
Iadmin2 A dminiztratar
Ll zer name Language
fadmin2 English =]
FPazzword
1234

= = w» m + X E‘é Save [+ Cloze

Figure 7

¢ You will have to write the operator's name, his user name
(that is stored at the login), and a password.

e The system brings, by default, 1 operator group:
Administrator.

e Specify also the language this operator will use when
running the application.
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e Next, save changes and close the window.

e You must immediately inform the password you have just
registered to the operator, since he will need it to access the
application.

Follow this procedure as many times as new operator you want to
create, and you will see how the operator list enlarges.

Figure 8

Once you have created the necessary new operators on your
system, you may close this window and return to the TOOLS/
OPERATORS AND PERMISSIONS / OPERATORS GROUPS pull-up
menu. Within this option operator competencies can be set.
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HAMS Conmcted [Hotel domeos ] ] =181 x|

M Dats Hotelcets Keps Perphersh | Tock Melp

' m B H_0 | & R
Dooes Zones Uses EDS! Conrect FFD Audt il
Oger abory
Cperaton, sdvin SIS 10:19:3% | WD COME | Edeer COMI £
Sinicio| | [l & 500 | Dissnsendes. | Psacosee. | Brms ey w7 s come.. L EEEITE 009
Figure 9

Operators belonging to ADMINISTRATOR group may have
access to full program menu functionality.

Administrator has the ability to create further operator groups, if
he seems it convenient.

To create a new group, click the NEW button on the bottom part
of this window.
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ﬂl]perator group list — |EI|5|

Sort Search
< s e cN |
I ame |Description | ;I
| Administrator Administratar group
4 StandardDperatars Cannaot collect Audit Trail

MNew View detals | E Delete [ Close |

Figure 10

In order to modify competencies of an existing group, you must

highlight this group in the list (the line turns blue) and click the VIEW
DETAILS button.

A window like that of the Figure 11 will be displayed.

. 3

’, Cpestont dowed b Yo poag
3 e |

T
My A Pk oy

l £ fdustom
Dersrichon G Ve pog

[Hoed et deok e : ':"'"
B £t srmzore

Tpodin hy lewry b e Jug o £ wmdpensd
RS | B T claviy
Optiias % EdaD1
hodelt & Dapaint
NS HOTEL DATA
hokdl = £t wowe

£ T o pors
iy
W R Fasdve;

¥ X Deote by -

|*

Progrwaangiues ey

¥ & Crecen

W & Coew oo Wey

¥ ¥ Treckas

W Guwst carcd bey
K Careision ol gontt il bayn
A O bt tey

3 B Avsoraetc bay update =

- a > > & 3 | (> Choe |
Beuid | Giesates. | Bs00s9s | Mresos n [ mvscome. S ASEEE

Figure 11



SALTO

nspiredaccess

SALTO RW Pro-Access...... p.39

From this window, the operator may add or delete program
functionality, by clicking with the mouse on the “check
boxes” located on the left-hand side of every option. If the
option is selected, this option will appear as an enabled
option for the operator handling the program.

Were the option is left blank; it will not appear as an enabled
option for the operator within this group.

The administrator should save changes when all
modifications have been completed.
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5. Import tool

Data type

The importable information is as follows:

e User list: title, first name, last name, access level, general
purpose field #1, #2 and #3.

e Door list: name and description.
e Zone list: name and description.
e Access level list: name and description.

e Access permissions between wusers and doors: user
compound name and door name.

e Access permissions between wusers and zones: user
compound name and zone name.

e Access permissions between access levels and doors: access
level and door name.

e Access permissions between access levels and zones: access
level and zone name.

e Relationships between doors and zones: door and zone name.

Note that the import process is not made on a transaction basis:
this means that, if by any chance, errors occur in the middle of the
process, the whole operation IS NOT rolled back or undone. Instead,
errors are left aside and the import process continues until the end of file
is reached.

Two file format are supported, namely, plain text (*.txt, *.csv, ...)
and Excel file (*.xIs).

Text file
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The file must contain just plain text. Any document file containing
extra formatting data (such as MS-Word *.doc, Rich Text File *.rtf, etc
...) are not supported.

Additionally, each of the characters in the text file must occupy
just 1 byte (like in the ASCII character set): if a given file contains
characters with 2 or more bytes long (like in the UNICODE character
set), then data is not correctly imported.

Each row in the file corresponds to a row in the SALTO DB.
Within a row, fields (or columns) must be separated by a character of
your choice (normally, ';").

When importing, you must firstly specify the line at which data
starts (zero-based) and the separator character. Afterwards, you must
match each column in the text file with the corresponding SALTO field,
as shown in the following picture:

E UserList.txt - Bloc de notas [:||E||z|
Archivo  Edicidn Formato  ¥Yer  Ayuda

;) Marketing
; walkeér; R&D

Separator character

(Fig.1)
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Specify the relationship between selected file and SALTO database
fiehds

Column Example Related field
1 Jack First name
2 D aniel Last name
/\ 3 | Marketing ;Do not import v
Lo not impart
Title

First name
Last narme

< Back ” Mext > x Cancel |

Excel file

All the data to be imported must be contained on one 'sheet'. It is
strongly recommended for the excel file to include (within in the first
positions) a row containing just text (for example, a header row
containing titles for each column).

When importing data, the wizard asks you the name of the excel
sheet at which data is located and the starting line (zero-based). As in
the text format, you must also match each column in the excel sheet
with the corresponding SALTO field.

Importing User List, Door List, Zone List and Access level List:

In the example below you will find the steps to import a User List
from an Excel file. The procedure to import Door List, Zone List and
Access level List is the same.
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& Microsoft Excel - Libro1 [__|[E|E|
; Archivo Edicion Yer Insertar Formato Herramientas Datos

Vertana 7 Acrobat == x|
LEES & 2@ o-@ = A2 BT €7
ih-h=)

AR = =

A B c D E =
4" First name Last name — |
2 |Jack BELE

3 |Johnny Walker R&D

4 |John Smith Tech. Support

5 |Steve Fish Tech. Support

[

L3

..? !
8]

=l Important note: the first row should contain test in

10 | gach calumn

v L .

M. 4> MM\Hojal {Hoja2 {Hojas /| 4]

Listo ' MR [

Next step is to open the import tool and fill the fields:

Import g|
s

‘What do you want to import?

' Uszers Y

A Type of file to import
|Excel fiestxL3 v

Select file to import.

!C:\Documents and SettingsaznarhE scritariot | Browse

!_Btart lime: : Fage name
[ i [Heja] |
< Back H Mewt > ] x Cancel |

(Fig. 4)



SALTO

nspiredaccess SALTO RW Pro-Access...... p.44

First of all delect what we want to import (users, doors, etc.) then
select the type of file that we want to import. Next step is select the file
we want to import, we have to use the browse button to find the file.
After this we have to select the start line and finally the page name.

After this we will have to specify the relationship between
selected file and SALTO database fields as shown in Fig. 2.The next
screen will show a summary where we can see all selected options
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I5)

There Qenu:uugh information to start importing file.

|f pou want to review or change any settings, click Back.

|f wou are zatisfied with the zettings, click Import to begin imparting to
databaze.

Current gettings

Inport: Users Ca

From file:: C:'Documents and SettingshaznarhEsc
File type:: Excel files|*_XLE
Start from line: 1

Page name:: Hojal
Column: 1 --= Field: First name
Column: & —-+ Field: Last name
Columni: 2 —--> Field: General purpose field 1 g
¢ ' >
< Back ” Irnpart x Cancel ‘
(Fig. 5)

Finally a screen with the result of the import will be shown. If any

error has happened during the process it will be shown in this window.

Importing Access permissions between Users and Doors, User

and Zones, Access levels and Zones or Doors and Zones.

The procedure does not change much from importing users, the

main difference is in the Excel File: We have to write the user’s
complete name, as it is written in the “Name” field in the users profile. If

we want to add more than one door to a user we have to make it in
different lines as shown in (Fig. 6).
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EA Microsoft Excel - USER-DOOR. xls Mi=E3
@ Archivo  Edicidn wer  Insertar Formato  Herramientas Datos
Wepkana ¢ Acrobat - | EJ
N ek ed - zs8@ e
T T | @ snag Windaw -
A _:J = Name

1 [Mame 100 g
2 Johnny Walker D 1
3 |Johnny Walker DOORZ
4 |Jack Daniel DOOR3
5 |Steve Fish DOOR1
B
i
8

|steve Fish DOORZ
|steve Fish DOORS
|steve Fish DOOR4

I

(Fig. 6)

All the following steps are exactly the same as to import User

4[> []\Hojal { Hoja2 £ Hoa3 /[«
Li '

List.
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6. Export:

In order to export data from the database into a txt., xls. File we
have to go to the menu FILE/ EXPORT/IMPORT/ EXPORT

Once we have selected the option we will see a confirmation window, after

et »

pressing I l we will find the following selection window (Fig. 1)

Export @

Personalized confiquration —
Neme : users v B (%]

Description : | all uzers

What do pou wiant to export?

o =l
| Usgers s

A Type of file to expart
| Excel files L5 v
Select file to export.

| C:\Documents and 5 etingshaznarE scritoriohusers wls [

Page name

Page 1]

[ < Back ” Mext > l ’ x Cancel ]
(Fig. 1)

We will start giving a name and description to the file, after that
we select what do we want to export: Users, Doors, Access levels and
or Zones. In the next field we have to select the type of file where we
want to export the data: txt or xIs. Once we have selected the type of file
we will select the file where we want to export the data. Once we have

M et >

filled up these fields we will press I l The following window

will appear (Fig. 2)
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Perzonalized u:u:unfiguratiu:un

Name:iusers vi @

Dezcriptian : iall the users |

Select fields and specify the arder to expaort

(rige |
First hame

Lazt name

ROM Code

L8

[ < Back ” Mext > l [ x Cancel ]
(Fig. 2)

In this window we will have to select the fields that we want to

export and the order by. We have to press HJ to add fields and . to

remove the ones that we don’t want. We will use the arrows @ and E
to change the order of the fields. Once we have made the whole

M et =

selection we press I l We will find the following confirmation

window (Fig. 3)
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Mame ; |users V; @
i

=
Descr&on -1 all the users

There iz enoughi information to start exporting to file.

|F you want to review or change any zethngs, click Back.
[f you are satisfied with the settings, click MNest to begin exporting to file.

Current settings

Export: Users Ai
X\ To file: C:ihDoocuments and SettingshaznariEscritcor

File type:: Excel files|*_XLS

Fields to export:
Field: Title

Field: First name
Field: Last name =
Field: BOM Code

< | ¥ |

< Back ” Export J [ x Cancel ]

(Fig. 3)

Once we have confirmed all the data we press theI ET 20 l
button. We can save the export personal configuration for future

B
applications by pressing .

Once we have completed the exportation, the software will show
the following window: (Fig. 4).
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Murmber of errars: 0 %

Mumber of elements comectly exported: 733 [Users)

E‘é Save ]

’ x Cloze ]
(Fig. 4)

7. Administrator operator

The administrator (or administrators) is responsible to design the
initial locking schedule of the building and facilities and editing cards that
will allow employees access to the various zones and doors.

In this manual, with a view to explaining how this SALTO RW
software is used, we have used a hypothetical locking schedule as a
sample to illustrate the general procedure.

To begin with, it is important to note that almost every function of
the software can be performed by clicking the icons on the Toolbar
(except those related to the hotel exclusive data). Parameters can be
defined along the way in any order, though it is advisable to follow the
order given below:

0. doors



SALTO

iNnspiredaccess SALTO RW Pro-Access...... p.51

zones

outputs

time zones

time periods

calendars

time change

user access levels

users and key assignment
PPD usage

CoNoOoO~WNE

It is important to define time periods, time zones and
calendars, before proceeding to PPD initiation of the doors (except for
online doors, which can be initialized from the control PC straight).

; Doors.

Using this menu option we will create the access control for the
users doors (electronic locks and wall readers alike), excluding the
guests rooms.

Firstly, move the mouse over the Toolbar icon representing
doors.

If it is the first time we open this option, the door list will be empty.
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Figure 22

e Click on the NEW button to add the first door to the list.

e In the pop-up window that will be displayed, we will view the
fields we will fill in. (Except that of users, which cannot be
specified as they have not been defined yet)

e \Write the name of the first door.

e You can write a description for the door, if the name is no
representative enough.

e ADMIT EXPIRED KEYS:

Door can be set up to admit cards already expired for a certain
amount of days. This could be applied to low security offline
doors located before an online hotspot, and in order to allow
users get access to the hotspot to update their cards.

This time can be set up from 0 to 255 days.

Next, we set the characteristics for this door:
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Figure 23

The OPEN TIME field determines the time passed from the
moment a user opens a door until the electronic system
locks it again. By default, this time value is 10 seconds.

e The INCREASED OPEN TIME field determines an

extended open time, especially designed for handicapped
or “hands full” people. This time the value is 20 seconds, by
default.

Geographical Time Zones can be set up in the SALTO
software to avoid time conflicts in installations with access
points in different Geographical Time Zones sharing the
same database. This could happen in installations within big
countries like Canada, United States, Russia, and Australia,
or access points from the same database in countries with
different Time Zones, for instance, United Kingdom and
Germany.

This is important for the system to apply the different Timed
Periods correctly to the access points in their specific
geographical area or country , and also for the users in that
area or country to have the correct access Timezones in
regards to the same geographical area / time zone.

First of all, this feature has to be activated in the General
option Menu, General tab, so the option is available in the
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software.
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When activating the Time Zones, the Time Zone must be
specified, as well as the offset from the GMT.

Different time zones can be created just by going to the
Data menu and selecting the Time Zones option.
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Just by clicking the New button, a new time zone can be
created. The Time Zones in the list will be available later on
to be assigned to the different access points, and avoid any
time conflict with the time base at the database location,
and the access points’ location, as explained above.

Time Zones can be created from scratch, specifying the
GMT and setting up the Daylight Saving time days
manually, or the Official Time Zones can be used to set up
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the Time Zone, just by clicking the Copy From button, and
selecting the Time Zone from the list that will pop up.
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Once the Time Zone is selected, the Daylight Saving Time (
also called DST) days can be activated. Once active, there
are two ways to configure these days:

-Selecting the Standard DST Rule.
-Fixed DST Days: Selecting two days in the calendar, which
always will be taken to make the time change.
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Once different Time Zones have been created, access points
located in different Geographical Time Zones can be set up to
follow the time and Daylight Saving Times at that location.
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The OPEN MODE field determines the electronic locks
working mode. It can be chosen from the several available:
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. Standard mode: the lock will only open if you use an

authorised card, within its allowed time zones.

. Office mode: the lock will be opened for any user who

wishes to gain access. It is not essential to have an
authorised card key. In order to enable this operation mode,
it is necessary to insert an authorised key card on the slot
while we keep the inner handle pressed down. If you want to
disable the office mode, repeat this procedure.

. Timed office mode: It is the same as the operation mode in

the previous example, except for a difference that lies in the
fact that the office mode can only be enabled within a given
time framework, called a PERIOD. Note that the lock will
automatically revert to the Standard mode at the end time
period. If you choose this mode, you will need to assign one
of the opening periods available. Next, you will have to
define a period, using the PERIOD tool, from the Toolbar.
(As detailed later).

. Automatic opening mode: Quite similar to the previous

mode, but the door can switch to and from office mode
automatically, without any manual user operation. In this
mode it is also necessary to set a time period (defined with
the PERIOD tool).

. Toggle: In this mode, presenting a valid user key will set the

door in office mode, without needing to hold down the inner
handle. The next valid key presented will cancel office
mode. This will continue “toggling” the office setting on
presentation of each valid user key.

. Timed toggle: This mode works in the same way as Toggle

above, with the difference that, you can only toggle the door
within a set TIME PERIOD.

. Automatic opening + office: The same as “automatic

opening “mode except for the fact that out of the opening
periods, the escutcheon can be left in office mode by a user
with this attribute enabled.

. Keypad only: this working mode can be only selected for

wall readers, never for an escutcheon. The door can be
opened by just typing a valid code on its keypad, at any
time. This code is defined in the door detail window.

. Timed keypad: same as the previous mode except that the

code is only used into a specific time interval (period). Out of
the period, we can open the door with the key.
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10.Key + PIN: this working mode can be only selected for wall
readers, never for an escutcheon. The door demands 2
conditions in order to open: a valid key and a valid PIN typed
in the keypad. This PIN is defined in the user detail window
(later).

11.Key + timed PIN: same as the previous mode except that
the keypad is only active during a specific time interval
(period). Out of the period, it is enough with using the key to
open the door.

12.Exit leaves open (it requires to activate this option in
General Options): The lock remains open when the inner
lever is used.

Gewid Ml Lock € Use 'i\'-ey: b Hotd @ FFD | PMS | L Onine Bx Vigieor | Advancnd

10 b st Dy advancod opensor: crdy
Advarced prameter Avadsble paameten
EXIT LEAVES CFENw] ASSIGN_CARDS_AUTONATIC
= ox: AUTO_LOGOFF_TIMEQUT
CHECKIN_START TIME
Cu_PLAY SOUNG
CUSYN_[DATE £XT

FREE_ASSIGNMENT_LOCKER
1S_DEFARTMENTAL
KEY_ISSUING
LIMITED_CCCUPANGY
PROF_ANTICLONING

ROLL CALL

ROOM_TDGGLE
SHOW_EXT_IG

SHOW/ KEY_DETECT_MODE
SHOW ROM. CODE
SUBSUITE GFFCE
SUN_TIMEDUT
USE_PRVILEGES

& Pt I l + Close

e The door stays opened endless by default. This can be temporized in
minutes in “lock” tab option (Tools/Configuration/General options).
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13. Toggle + Exit leaves open: it is a combination of the two
modes. The entrance with a valid ID works in Toggle (alternate
opening and closing) mode while the inner handle will activate
the Exit leaves open.

« The box called ZONES shows the door access level that the
door we are currently defining belongs to. This box will
remain blank until the zones are defined.

« ANTIPASSBACK: Anti pass back is the fact that a user is
not able to enter again through the same door twice until he
has gone out by the exit. (Or until a specific delay time has
gone by). This is a protection against different people try to
enter with the same user key.

e In the Salto access control it is also possible to get the anti
pass back feature with off line doors. The anti pass back
feature is something that is written in the user card.

« The anti pass back check box has to be marked if we want
anti pass back control on this door. If the door is an online
one, it is supposed that there are an entrance wall reader
and an exit wall reader. But if the door is not on line, then it
IS necessary to select the direction of the anti pass back
control — from outside to inside — or from inside to outside-.

« In order to get the anti pass back function working, it is also
necessary to select this option for the user, in the user
access profile. (User list). We can define the anti pass back
delay time in TOOLS/OPTIONS/LOCK.

e If you need to control the entry and the exit then a “Strict”
anti pass back is needed. This means that a user won'’t be
able to go out if he hasn’t came in first. In order to activate
the “Strict” anti pass back, go to “Tools/ Advanced Options
and on Locks Tab” as you can see in the next picture, and
check the “Enable strict anti pass back” check box.
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When reading the card and clicking on the “Content>>"
button we’ll get the following information.

Key data ﬁ]
Ut lune AP

Vakd boon
Exgeaton  22/06/2009 24 00

Kay accazins

DODRE
CU-5VN, 101 . Entxada, CU, Salida

= Artpaibach
Levelln
DateMme 2800572006 357 28

[ Gow |

If the Anti pass back option is being used, this window will
show the information present on the card (“In” access in the
example) with the date and time the card was presented on
it.

The AUDIT ON KEYS check box can be marked if we want
the escutcheon to record the opening events on the staff
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2.

keys. You need to enable this feature on both escutcheons
and keys (users).

On Calendar it can be selected one of the calendar
configuration created. This is useful when we have doors in
different geographical areas with different calendars
configuration.

Audit inside handle opening is used to audit the exit of the
user through the use of the inner lever.

Openfime [sec]  Increassd open time.
3 20
Calendar )
GalEriain: >
El”ti'p‘aSSbaCk Lutomatic outputs
Enable anti-passhack
R & ! 5 Z Dutputs ¥ Time period
Audit inside handle opening
kA @) (=] 0
Lock state Zones this doar belonags to
i Zones
P@ Update required
Walid until
[ omes ]
Fa o o
< 4k k + X | Eé Save ] =

On line features are only available in the PA software
connected. Not in the standard PA software.

If the door is a wall reader with online control unit (CUS0EN,
CUS50ENSVN) then, you have to mark the check box IS ON
LINE. The CONFIGURE CONNECTION BUTTON is used to
assign an IP address to this device and initialize it at the
same time.

The UPDATE DOOR button can be used to transmit new
information to this online door when changes are made.
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The CONFIGURE CONNECTION button and the UPDATE
DOOR button won’t be enabled until you save the changes for this
window. Now, we are going to initialize this door as it is an online one:

e Press the CONFIGURE CONNECTION BUTTON.

e You will get a window like the following:

Peripheral x|

Mame

g
! IMain ehtrance

Signal |

Drescription
|CUBDenS YN Address |

|IF addiess
|192_1 £8.000.242

Peripheral type
I E Ethernet anling contral unit j

% [~ Bur update reader

™| Enatle beeper

él Save 5 Cloze

e |t is necessary to write the IP address we are going to

assign to this device in our local area network. Then save
the changes.
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o Consult your LAN administrator if you are not sure about
which is the IP address we should give to this control unit.
Then someone has to press the CLR button in the control
unit circuit during several seconds until the LED starts
blinking in the CU. In that moment, you have to press the
ADDRESS button in the software.

o If you do not get an error message, it is assumed that the IP
address has been assigned properly. Also, the device has
been initialized at the same time.

e  The SIGNAL button can be used with Ethernet encoders but
not with wall readers. It makes the encoder to beep and
blink for a while.

. On line devices can be created from the door list or from the
PERIPHERAL LIST, the result is the same for wall readers.
(Ethernet encoders can only be created from PERIPHERAL
LIST).

e We can go creating more doors for the DOOR LIST, no
matters if they are online doors or off line devices.

o In the bottom left-hand side of the window there are some
scroll arrows that will pass us from the previous door to the
door immediately after (< >) or rather, move to the first or
last door of the list.

e  On the right-hand side of the window there is a box called
THIS DOOR IS BEING ACCESSED BY... USERS. Here
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there will appear those users with access rights to this door,
after we have set the users.

The box called THIS DOOR IS BEING ACCESSED
BY...ACCESS LEVELS, will also present the user access
levels with access rights to this door, once the user access
levels have been defined (Later in this manual).

Once we have completed the door definition, we can save
the changes and define the rest of the doors the button +.
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Figure 24

When you complete the door definition, you can obtain a door list

like the following:
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Figure 25

When we have this window active, and want to view the
characteristics of a particular door, we just have to select
this door in the list and click on the VIEW DETAILS button.

If, by mistake, we have written a door in the list that should
not appear, we must simply select it and click on the
DELETE button.

The field BATTERY shows the battery level, once the PPD
has been connected back to the PC after the first initializing
procedure. Now, this information is not available yet.

The field BATTERY STATUS DATE shows the date of the
last PPD connection which supplied this information to the
PC. So, the battery level shown is only real when this date is
recent.

A box on the upper part of the list called SORT can be used
to re sort the list order. If you click here, you can change the
order in which the doors will appear, so that they appear in
order by name or by battery status, or by open mode.

The PRINT button can be used to obtain a hardcopy report
from the door list. You can select between printing all of the
door list or just the details that relate to one particular door.
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Zones.

In this section we will explain how to use the zone list. Zones
being defined as an access level of doors that have been grouped for
reasons of practicality, for instance, the doors located on the first floor,
on the second floor, etc.

On the Toolbar, click on the ZONES icon and you will be shown a
window like the one below:

=10l ]

Search
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IName j

Mame Dezcription -
4

[

Mote: uze Chil + Mouse left button or Shift + armow keys to select items to be printed or deleted

Hew Cx Wiew detalls = [elete =4 Fririt | [+ Clase |

Figure 26

e Click on the NEW button in order to create the first zone of
the list.

¢ A blank window like this will be displayed:
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Figure 27

Firstly, type a zone name.

In the field DESCRIPTION you may type an explanation on
what basis you have gathered together these doors.

The check box LOW ZONE should not be modified unless
our locking plan needs more than 96 different zones. Zones
are classified as low or high according to the way zone
information is stored on escutcheons. You are allowed to
create up to 96 low zones and 928 high zones. Once this
check box has been modified and changes saved, it is not
possible to modify it again. From the escutcheon point of
view, you can make a given door belong to a maximum
number of 96 low zones, but only 20 of high zones.

The box called DOORS BELONGING TO THIS ZONE is
used to list all doors within the zone. Move the mouse over
the +/- button to view the doors list and pick up those that
you want to belong to this zone.
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Figure 28

Move the mouse over the door you want to select to include
in this zone group, and then, click on the yellow arrow these
points at the right column.

The door selected will appear on the right-hand side column
as an integral part of the zone.

Selection dialog x|

MNon-selected items  # | Selected items  # |
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Figure 29
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Repeat this operation as many times as doors you want to
incorporate to this zone.

When you fill up the right-hand side column with the doors
required in this zone, click on the OK button.

At this point, the doors belonging to this zone will be shown
in the bottom left-hand side box, within the zone detail
window.

The tag called ACESSED BY... USERS is left blank since
we have not yet defined users. Once we have defined them,
we would use this box to specify which users will have
access to this zone (and on what time zone basis)

The tag called ACCESSED BY... ACCESS LEVELS works
similarly to users, except for the fact that instead of
assigning accesses to the zone individually, accesses are
assigned collectively, as a access level. This saves time.
When you have filled in all the fields of this zone detail
window, save the changes.

3 Groups accessing this zone
g Groups # Timezones
‘Name
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FH[¥] Low zone
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Figure 30
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e If you click on the + button, you go on to the next detalil
window, and thus, you can define the whole set of zones for
our installation.

In the following example, a zone comprises of 1 door that gives
access to the swimming pool.
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Figure 31

¢ Finally, we would have a zone list like the one shown below:
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Figure 32

e Should we have created a zone by mistake, you will only
have to select it with the mouse and click on the DELETE
button.
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2

e |If, after we have saved changes, we want to view a zone
details from the list, you only have to select it with the mouse
and click on the VIEW DETAILS button.

e Should we want to select a zone from the list without the
mouse, we can also use the scroll arrows located on the
upper right-hand side of this window <>, to move forward to
the next element of the list, to move back, or also, to go
directly to the first or to the last elements of the list.

e The box called SORT BY is used to sort the zones list
alphabetically, by zone name, or by zone description.

e The PRINT button can be used to obtain a hardcopy report
from the zone list. You can select between printing all of the
zone list or only the details that relate to one particular zone.

Outputs

It is possible that one control unit is connected to a relay
extension board, so one allowed user will be able to activate only one or
several relays, for example, in an elevator. In our example, guests in
second floor will be able to go to second floor using the elevator (and
also ground level) but they won’t be able to go to first floor using the
elevator.

In our example, we have also 2 elevators, but they give access to
the same areas, so the outputs relating every elevator, are the same,
Output 1= first floor, Output 2= second floor. Output 3= ground level.

We have to create so many outputs as relays the extension board
is going to control, and then these outputs can be assigned to users and
guest access levels, in the same way zones are assigned. It is very
important to have into account the fact that in order a user is able to
activate one relay, he needs to activate first the wall reader which is
linked to this relay extension board.

In our example, we are going to create 3 outputs, for the relay
extension board.
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The first output will be the first floor (for elevators 1 and 2) and
the second output will be the second floor (for elevators 1 and 2). There
is a wall reader mounted into every elevator cabin.

So, let’s go to DATA/OUTPUT LIST:
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Ehe | v = |

Here, we can define the different relays in the relay extension
board and explain the use of that relay.
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It is very important to remember the numbers assigned to every
relay, as the number (output number 1) matches physically the first

relay, in the relay extension board. We can write the name and
description, and then save changes.
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We can go creating outputs until the output list is complete.
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Then, these outputs will be assigned to users and guest access
levels in the same way we can assign zones. It is very important not to
forget to assign to these users, the elevator wall readers, as a door. So,
they will be able to command the outputs linked to these wall readers.

Automatic Outputs:

If we want some of the outputs from a door to work on an
automatic opening mode on a specific time period we will need to assign
this time period to the outputs in each door. Go to the door/room details:
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In the following window:

Automatic oukputs
& Outputs @ﬂ" Time period

Z 00-fist floor G2 elevator
002 second .. (2 elevator
003 thidfloor {2 elevator

by
] @) =] :

Just add the outputs and the selected time period.

NOTE: The maximum number of timed outputs is 4.

@ﬁy Time periods.

Time periods are time intervals associated to the electronic locks

(unlike time zones that are associated to people). A time period
determines the time intervals at which a lock will operate in a special

mode — timed office mode, automatic opening mode-.
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If at the time you performed the door definitions, you selected a
timed operating mode for any of these doors, you will have to use time
periods to define the period assigned to that door.
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Figure 33

e Click on the time period icon on the Toolbar. A window like
the one shown in the previous figure will be displayed.

e Name the Time period and assign it a distinctive colour.

e Within the description field, it is rather useful to describe the
doors that belong to the time period we are about to define.
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Figure 34

The time period is defined using the mouse. Click with the
mouse on the upper triangular slider and drag it to the
desired interval beginning time.

Click with the mouse over the lower slider to set the time
interval end. Maximum time accuracy is 10 minutes.

Afterwards, you will have to specify on which week days this
period is going to be applicable. You can also adjust if it is to
operate on public holidays or special holidays (these buttons
relate to calendar 0, as this is where public holidays and
special holidays for time periods are defined)

The system applies the period to every weekday, by default.

If the time period we are defining contains several time
subintervals, we will use the number of lines necessary to
define it.

When you have finished defining a time period, save
changes and you can then go on to define more periods for
the system.

The PRINT button can be used to obtain a hardcopy report
for the time period list. You can select between printing all of
the list or only the details that relate to one particular period.



SALTO

nspiredaccess SALTO RW Pro-Access...... p.77

e Do not forget to assign the time period to its corresponding
door, if you have not assigned it previously. In order to do
S0, go to DOORS and choose the door that requires a time
period. Click on the VIEW DETAILS button and you will see
the list of periods that you previously defined. Select the
time period applicable to this door and save changes.
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Figure 35
Time zones.

Time zones are time intervals to which people belong (unlike time
periods that belong to doors). A Time zone is the interval of time in
which a user has access to a particular door or zone.

e To define time zones, click on the TIME ZONE icon on the
Toolbar.

¢ A blank window like the one below will be displayed.



SALTO

inspiredaccess

SALTO RW Pro-Access...... p.78

x|
¢
£ B T A

# o [Nane

=

Toweore 2
Tawsors 3
Taezve 4
'tw:rr- 5
Tmezore 6
Tawaen 7
Towoore 8
Tewzore 3
Tmezore 10
Tewaoee 11
Tmezore 12
Tewoew 13
Tmeaove 14
Teware 15
Tocore 15
Tawsors 17
Tewe2ore 18
Tewqors 13

Tmezore 20

POV LO0000000009DDO

[ 553 TR T T S Y O B TR W N R T GO W I U

Tewzorw 21

Loy
2 [feexcoe e————~ Sune as
Descrphon
J

'} 12 M4 Foom Te M T W T F § § H §! s2

Gl T T
(— FeFe | (] ]
L O— T
S i [

il Y
S O
S . [
S— T O

Coa | Bcoe | ’ | [#Oxe |

Figure 36

Type the first time zone name and assign it a colour.

Within the description field, it is very useful to type the name
or names of people that this time zone belongs to.

In order to define this time zone, we must follow the same
procedure as in time periods, as explained in the preceding
section.

Remember to specify on which week days the time zone will
be effective, as well as whether that time zone will be
effective on public holidays or special holidays. You just
have to highlight off the corresponding check boxes with the
mouse, if you do not want the time zone to be operative on
that day.

Once time zone definition is completed, save changes and
go on to define further time zones for other users or user
access levels.

You can use the PRINT button to obtain a hardcopy report
from the timezone list. You can select between printing all of
the timezone list or only the details that relate to one
particular timezone.
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Figure 37

e Remember to assign the time zones to users or users
access level, as is detailed later in the user and users
access levels definition section.

- Calendars.

e Itis essential to define calendars within our locking schedule
for two main reasons:

- The calendars range available is from 0 to 255. And each
of them can be selected for the escutcheons and for the
users as well.

- For the escutcheons the calendars are used when they
operate in timed mode(timed office mode, automatic
opening mode) so as to define on which days their periods
are to be applied. This is also the calendar assigned to
users without expiration date in their keys.

- Concerning the users, to define on which days their
access time zones are applicable.
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To define our calendars, you just have to click on the calendar
icon on the Toolbar.
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Figure 38

e A window like the one above will be displayed. We can
name our first calendar and provide it with a relevant
description.

e |tis advisable to define the calendar for the current year and
for the following year, if possible. To go to the next year you
have just to click on the red scroll arrow on the upper part of
the window.

e There are four categories for each day: Normal, Holidays,
Special 1 and Special 2 and 9 calendars for users.

e Using the mouse you can tick off a group of days in the
calendar. Drag the mouse whilst you keep the right mouse
button pressed down.

e Next, you must click on the box in the lower part of the
screen which corresponds to the day category you want to
assign to this group of days, and you will see how the days
selected change colour according to their type selection.

e Itis important to bear in mind that if a user has access to a
door on public holidays, it does not depend only on the
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calendar but also on that users time zone being enabled for
holidays or special days.

e When you have completed calendar definition, you will
obtain something similar to the figure below.
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Figure 39

e Save changes when calendar definition is finished and
continue to define the next calendar, if your installation
requires it.

e The PRINT button can be used to obtain a hardcopy report
for the calendar list. You can select between printing all of
the calendars or only the details that relate to one particular
calendar. The types of day will be recognised by a letter, H
for Holiday, S for special day, N for normal day.
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Figure 40

e Remember to assign the different calendars (1 and 2) to the
different users and user access levels, as is later detailed in
the user and users access levels definition section.

e The same for the escutcheons.

Time change.

DST stands for the English Daylight Saving Time, that is to say,
the time change that takes place with a view to saving power by means
of daylight optimisation.

This time change is generally made shortly after vernal equinox
and autumnal equinox, putting time forward in the former and putting
time backward in the latter.

Salto electronic locks perform time change automatically, if it is
set up in the software.

Click on the DST icon on the Toolbar and you will get a window
similar to this:
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Figure 41

e You can either enable (or not) time change by ticking off the
ENABLE DTS check box that is located on the bottom left-
hand side of the window.

e You may also change the time at which the time change
DAY and HOUR takes place, using the bottom right-hand
side arrows of the window.

¢ If you modify time change day, the symbol that embodies it
will be moved in the calendar accordingly.
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e You can also set the time change for next year, if you wish.
Click on the red arrow (right) of the window upper part, to
move on to the next year.

e Save changes when you have finished establishing
appropriate parameters for time change.

e |tis recommended to enable automatic time change, since if
it is not software enabled, you will have to update every door
in your hotel using the PPD, on the scheduled date of the
change.

Output List for Electronic Saving Devices (ESD)

It is possible to use ESD under Salto ProAccess using the outputs
option.

The selected user must have access to one of the two outputs (or both)
available under Output list menu. Output 900 will activate relayl and
output 901 relay2.

Bl New J l K, View detals J I Delete l | & Pt | [ » Cloze ]

The ESD is created from Doors menu the same way as a normal lock.
The only information to use is the name (the rest of params won’t be
sent to the ESD).
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Automatic changes

Starting from version 6, the RW software supports automatic
changes. This is a new open mode for CUs. Unlike the open modes we
have known so far (for example, OFFICE), automatic changes allow
CUs to vary their open mode along different time intervals. For example,
from 00:00H to 08:00H -> OFFICE mode, from 08:00H to 18:00H ->
AUTOMATIC OPENING and from 18:00H to 24:00H -> STANDARD
mode.

More specifically, an automatic change is a time interval in which
the CU works in a defined opening mode. Thus, three parameters define
an automatic change: start time, end time and opening mode. For a
given day type (normal day of week, holiday, special 1 and special 2),
up to 8 automatic changes may be declared. In order to allow different
combinations, the RW software groups different day types (and their
associated automatic changes) into 256 tables.

In summary, the SALTO DB includes 256 automatic change
tables, where each table contains the 10 day types (Monday to Sunday,
Holiday, Speciall and Special2) and each day type, in turn, may
contains up to 8 automatic changes.

As for the graphic interface, the ‘DATA\TIME PERIODS...” menu
option now shows two more sub-options, namely, Time Periods and
Automatic Changes, as shown in the picture below.
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Figure 1: accessing to the automatic changes window through the main menu.

The picture below (figure 2) shows the window that allows setting
up automatic changes. Within this window you may modify the
automatic changes of a given table and day type (through the
corresponding ‘+/-* button) as shown in figure 3. You may also copy
automatic changes from one day type to another (through the ‘=" button)
as shown in figure 4 or even copy a whole table into another (through
the ‘= Copy’ button) as shown in figure 5. Finally, you may make a given
CU works in automatic change mode as shown in figure 6.
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Figure 2: automatic changes window.

Edit automatic changes

[E I-?n:um Ta Open made [ Add ]
0000 0230 EOffice
0230 05:00 B K evpad only [ tadify ]
0500 10:10 O 5tandard
10:10 12:00 B Key+FIN [ H Delste |
1200 18:00 O Autamatic opening + Toggle [ Clear ]
18:00 21:00 M Toggle
21:.00 24:00 O Standard
[ Merge ]
7
0-00 230 P T 18:00
[ o Ok l [ X Cancel I

Figure 3: modifying automatic changes of a given table and day type (button *+/-").
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Figure 4: specifying the table and day type from which you want automatic changes to be
copied (button '=").
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Copy automatic changes

Select the table of automatic changes you want to
copy fram::
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Figure 5: specifying the source table and the destination table for automatic changes to be

copied (button ‘= Copy’).
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Figure 6: making a CU work in automatic change mode.

@ Users access levels

It is advisable to take heed of the fact that users are hotel
personnel (staff) members, but never guests.
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Users access levels are definable groups of users, that share a
common feature: For instance, we can group together users by job type
or department, like cleaners etc tend to share time zones and accesses.

Click on the USERS ACCESS LEVEL icon on the Toolbar:

A window like this will be displayed:

= =] =

A User access level fist

Sort Search [Description)
: E " Ex [ezcription
0
MName Description Department
)—__

O Refrezh
Mew O, Wiew details | Delete == Print [+ Close

Figure 42

e Since we have not created any user access levels yet, the
list will be empty.

e To create the first users access level, click on the NEW
button.

e A window like the one below will be displayed:
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1 _Access level contain i
B Doors |Il Zonesl £ Dutputs|

Nanis ﬂ Doors # ‘ Timezones

Description

Users that contain this access level

g Users

[ Close

Figure 43

e Firstly, type this user access levels name, and below, a
description detailing the main characteristic that best defines
the access level.

e Given that we have not defined users yet, we cannot specify
the users that belong to the access level, though we can
establish access level accesses.

e In the tag called ZONES BEING ACCESSED, click on the
+/- button to assign door zones to the access level.

e |If a user must belong to different access levels there are two
ways to do it,

1/ into the Access lever window, as shown in Figure 44,
we add users into the list using button +/-, for each of the
access levels where we want the user to belong to.

2/ in the user accesses, located into the user list, we
can add the previously created Access levels as shown on
Figure 44b.
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On the other hand, the user can also have Accesses to

separate doors.

™

L= |
User accesses
| B Doors | B Zones| $8 Access levels | # Dutputs| _
@ Access levels
ﬁ Level 01
€% Level 02
Figure 44
' . —. A . | ] E' x ‘\
/\ Selection dialog . = D R T
Non-selected items 4 I g] Selected items I
1 E] cu
102 &
103 &)
107 &
s ()
109 &
110
PT DEPTO2
PT2DEPTDZ2
RF Door
10 1
[ Ok I [ X Cancel ]
Figure 44b

We have to move from left-hand side to the right-hand side
column, the zones that are going to be accessed by this

group of users.

If we have included a zone by mistake, highlight it in blue
color, and click on the yellow arrow pointing left, to put it

back to the left column.

Yellow double-arrow performs the same function as single
arrow, but instead of moving an individual zone, they move
all zones from source to target column.

In this window, we can specify to which zones the access
level is allowed access, (clicking on the +/- button), and we
can also determine group time zones, (clicking on the

hourglass symbol).
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e Authorizing an access level access into a zone implies
that all the users who belong to that access level, may
enter every door of the zone.

T pEme

Non-selected items  # Selected items ¢
10 cu

102 109

103 = 110

107 PT DEPTO2

108 PT2 DEPTO2

RF Door

[ X Cancel

In the access level details window there is a tag titted DOORS
BEING ACCESSED. The procedure for completing this box is similar to
that of the ZONES BEING ACCESSED box, the only difference is that
instead of assigning accesses by zones, they are assigned by individual
doors. This option may be used for a single door, but access by door
zones management is generally recommended, as this saves time and
chip (key) memory.

It is also necessary to assign outputs to this user access level, if
necessary. The tag OUTPUTS works in the same way as zones or
doors, and here we can select the relays that are going to be
commanded by this user access level.
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Users Access level

Access level contain
B Doors |AA Zones | £ Dutputs|

Name ﬂ Doors # Timezones

| |Level 01 A cu <p Always
Description I PTDEPTO2 <> Always
\ [ PT2DEPTO2 & Blways
I RF Door <y Always

Users that contain this access level

g Users

£ Josue
&£ David Brac Noire
£ Marie FOB Bleu
€ Edu

S|

This way the complete access profile for this user access level is
designed.
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“_ ] Access level contain
| B Doors | MA Zone_sjm—
| =&
» ‘Name % Outputs  #
| | Level 1 £ 003003 '
Description F 002-002
& 001-00m
Users that contain this access level
g Users
£ Josue

£ David Brac Noire
£ Marie FOB Bleu

£ Edu
= 3
.| E

Figure 45

e When you have specified every single characteristic of this
user access level, save the changes and go on to define
next access level by clicking on + button.

¢ In the example here, a time zone for cleaning personnel has
been set up. Assigning accesses to the cleaners group, we
can also assign them time zones using the hourglass
symbol.

e If no time zone is assigned to a door or zone of doors, by
default, the system sets a 24 hour access to the access
level.
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Users Access level

| Name

)

—— -

Access level contain

I Doors | @A Zones | £ Outputs|

ﬂ Doors #

Timezones

|

! ‘Level 0 | [ ® cu
| Description B PTDEPTO2
| || & PT2DEPTOZ
M RFDoor

Users that contain this access level

g Users

@ Timezone 003 b
(2 Timezone 004 '
<» Blways
<> Always

Cypblways

£ Josue

£ Edu

£ David Brac Noire
£ Marie FOB Bleu

& Blways

- (2 Timezone 001
E @ Timezone 002
@ Timezone 003
(S Timezone 004
@ Timezone 005
@ Timezone 006
(2 Timezone 007

¢ Finally, the user access levels list will look like this below:

|\ User access level list

Search [Mame]

o |

|

| Description

| Department

General

General

-

k

Mew

| [ Bvewdsals |[  Boeete ||  GPin || GO |

Figure 4

o If we have created an access level by mistake, just select it
in blue color and click on the DELETE button.
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g Users.

If at a given point, we want to view the details of an access
level of the list, simply select that access level and click on
the VIEW DETAILS button.

Another way of selecting an access level from the list is with
the |< < > >| scroll arrows that are located on the upper left-
hand side of the window, instead of using the mouse.

The box on the upper part titled SORT BY is used to sort
user’s access levels list in alphabetical order, by name or by
description.

The PRINT button can be used to obtain a hardcopy report
from the user access level list. You can select between
printing all of the user access level lists or only the details
that relate to one particular user access level.

In this section we will define the users characteristics.

Click with the mouse on the USERS icon on the Toolbar.

A window like this one will be displayed:

$31 30 Sh0 & i ot 80 1) By e e s v o) Loy magrwant

Figure 47

L e
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e Given that it is the first time we have opened the users list,
the list is empty.

e Click on the NEW button to create the first user.

e A window like this one will be displayed:

Uier 4% | Lot accomos

Tile  Fat rone Last nare

Gan Zaw

Caleran
Calordy001 -

U avtendad apenayg e [ )]
Ovwercln prroscy
Drverscle backdown
Ot

Use srdparsbach

Audt cperwgi n e ey

Uter and hey eqishon
User saadbion

Uter acdivabon

Kooy tlahn 15092010 -

Ede pctium
No by arsgned ¢ Enebles revebdaton of by mpes
Updae pesod
Vi ured ' Do)
ﬂ ' Hous|
“ I T Y S exb Fuu 3 Chose
Figure 48

o Type our first user name and surname.
In the situation where more than one person has the same name,
it will be necessary to define the users ID composition. To do so,
go to Tools/ Configuration/ General options and users tab, as
shown below;
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=

cros il =
Garmd | I Lock || € Ui [ & Kare | @ PFO | & Ociem | SHIP. | B Viskirs | Advercad |

Germsl popars Sebds ke wmn Aadunidic kag ngwrant

by D0 oy

SATD.

Dadust sgmwton pescd Key ype
E 1}
Nsarum eageson peecd o nom canceliabls Lew
7 T ‘

O mabie bowr histeny warwng on backs o it keps
Docmded cparergs are sl nckuded n e key's sudder
ochocie laxt 1epect irforraden on hay

U pchuae sapoct

s -

Famvwart et deebor g

1w D) zorbgason
|57 eief [$F et aeve) ($Lat®d anrwi

1
Contart
37 el [1F el wrm | TLasti e
Macss
ISTITLE] Tie
I$FRS . Fost nane
$LAST . Lav name
[SEXTID) User's EvD
|$GFFT]  User genenai pupone lebd 1

($5FF2]  User panecsl pupode hedd 2
[$GFF3  User garwnsl purpoam fedd 3

As you can see on the previous image, the user ID can be set up
with the information contained on various fields as;

1/ TITLE

2/ FIRST NAME

3/ LAST NAME

4/ GPF1

5/ GPF2

6/ GPF3

7/ EXT USER ID

I.E. User ID= GPF1 or User ID= GPF1+LAST NAME+EXT USER
ID.

We have the ability to assign a calendar to our first user, according
to the calendar settings we have previously defined.

We have to specify which user access level this person belongs
to. As we have already created users access levels, then we must
select one for this user.

We get a check box titted USE EXTENDED OPENING TIME. Tick
this check box if our user is a handicapped person.
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The OVERRIDE PRIVACY check box must only be ticked when
we want a user to have the privilege of accessing a guest room
even when the door has been locked from the inside.

The SET IN OFFICE check box may be ticked to allow users who
are responsible for setting doors into office mode to do so.

The USE ANTIPASS BACK check box may be ticked off to allow
this special access mode for users who must have it, in the doors
where this access mode has been selected. The anti pass back
time can be selected in TOOLS/OPTION/LOCK, in hours and
minutes.

If a user has not got the ANTIPASS BACK check box ticked off,
this user will have a standard access, so he won’t have any
restriction to enter twice by the same door.

The check box AUDIT OPENINGS IN THE KEY can be marked if
we want this user to have his personal audit trail on his key
(recorded by doors).

In the lower left-hand side you find a box titled KEY STATUS. In
this box will appear the characteristics of the card assigned to this
user, when user keys have been assigned.

The box titled KEY UPDATING displays information about the key
updating procedure.

Doors working in Keypad Only mode could have their Code
changed by one of the users that have got access through it.

This option is normally useful in Dormitory Entrances, where the
dormitories users’ turnover requires a code change from time to
time, in order to avoid security issues.

" BATH

DORM 1 DORM 3 DORM 4

BATH,

[ DORMITORIES
ENTRANCE

HALL

In order to activate this function, the DORM_KEYPAD=1
parameter has to be added to the Advanced options, in the
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General Options menu. This is only available in Pro Access For
Service.

Dptions “‘
Gerwss | ML ook | @ use | % Keye | @ FPO | o4 Ordew | SHE | 3 Vits | Advwrced
To be wmd by advarcod otetduns ork

Advinced paaretn: Acvudabin patavwte s

DORM_KEYPAD=3 ASSIGN_CARDS AUTOMATIC
= AUTO_LOGOFF TMEDUT
CLIEWN m![ﬂ, ExT

oM

EXIT_LEAVES_DFEN
FREE_ASSIGNMENT LDIER
15_DEPARTMENTAL

KEY 1SSUING
LMTED_OCCUPANCY
LOCXDOWN_ENABLED
MORE_THAN B4F. USERS
PRICANTICLONING
AF_ENGECED

AOLL_CALL

SHOW_EXT JD

SHOW KEY DETECT_MODE
SHOW_ROM_CODE
SYN_TMEDUT
USE_PRIVLEGES

Save o Pret [ Chne

d

This option will activate the “Dormitory Door” option in the User set
up window. When a dormitory door is selected, the user (or users)
will be able to change the keypad code in that dormitory door.

User E
|
4 Kare
Uset o :Un- accmeons
Trle  Fastnams Lt norn
Doem!
Calorda
M| Coendatn -
Ure estended openng e 1PN
Ovesnde prvacy
Ouaende kockdown
Olten D orrvdoey Soot
Usn artpasibach .
¥ Aaxdt ocerings in e bey e aned bay sapuation
¥ Usey exgastion
ORI - 2353 4 —
Ut actwabon Ede pctus
L N7/ -
@A Card parting terpiste
Nok prngred
it ¥ Envable rmvokdahon of hey aegision D™ x
Vil ursd . LM*MTD "
o | 3 =20y
* . | J] ]Mw“
- . > o B Sare [ &Pmt [ [ Chan |

The door’s code has to be changed in the Door set up window,
changing the original code in the Keypad code field.
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Once the code is changed, the user will have the new Keypad
code written on its card when the card is presented at a SVN
hotspot. As soon as the card is presented in the Dormitory door,
the Keypad code will be updated, invalidating the previous one.

The check box WITH EXPIRATION should be marked if we want
this key to be updated with a particular frequency, in the SVN wall
readers. If we do not mark this check box, it is assumed that we do
not have SVN and there is no key update (except through
encoder.)

DEFAULT EXPIRATION IN DAYS AND HOURS.

Default Expiration Period for users can be set up to a certain
amount of days or hours.

In case DAYS expiration time is selected, bear in mind that the last
day of the expiration date would have to pass in order for the card
to get expired. For instance, if a card is encoded on Monday at
08:00, and the Default Expiration Period is set up to 2 days, the
card will expire on Wednesday at 24:00.

In case HOURS expiration time is selected, the expiration would
be precise, that is to say, if a card is encoded at 16:06 hours, and
the Default Expiration Period is set up to 4 hours, the card will get
expired at 20:06.
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Key structure data x|

Users without expiration date are only allowed to use calendar 0.

The UPDATE PERIOD box means how many extra days are
added to the expiration of the key when updating in a
CUS50ENSVN.

The check box LAST UPDATE DATE means the end of updating
procedure for this key. After this date, the key won’t be updated
any longer. It is not mandatory to establish a last update date for a
key.

KEY WITH A QUESTION MARK BUTTON: this is a tool to show
the key structure data. (such as header size, number of auditor
records, consumed memory percentage, etc...)

Chip type : YELLOW SMART CARD [MCPO2E)

Header: 72 [bytes]
Aooezs planning ;. 230 [bytez] 18%
Auditor ;. 168 [recordsz]

[+ Cloze
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e KEY CALCULATOR BUTTON: this tool can be used as a
preview for the key structure information and memory
consumption before any actual encoding is done. This tool
works as a simulator for different technologies (smatrt.
Ibutton, proximity).

Key structure calculator x|

Chip type : M

Header: 75 [bytes]

Aoceszs planning ;. 230 [bytez] | 18% |

Auditar: 22 [records]
K.ep expiration I31 A0/2003 j

[5+ Close |

e |tis not essential to define user accesses when this user belongs
to an access level, since the user will have access level accesses

as previously defined.

e Only when the user is not included in any access level, would you
assign accesses at this point.

e |tis not compulsory to assign the same time zone to different
zones.
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Figure 49

e Assigning a door zone to a user, will grant the user access
to every door that is included in that zone.

e When we have a user that does not belong to any access
level, we can assign his accesses from this window by
following the procedure explained in the USERS ACCESS
LEVELS section of this manual.

e The user and card expiration are managed from the
following options

e User expiration sets the maximum user validity

e User activation sets the date since the card will be
functional

e Enable key revalidation sets the period the card will
be updated for (in days or hours)
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zer and key expiration
IJzer expiration
2611202008 v | 16:37 4 |

[zer activation

15/12/2008 »

Enable key revalidation
Update penod

&) [Days]
%9

[Hourz]

e Once we have finished defining user characteristics, save

the changes and click on the + button to go on to the next
user in the list.

e When we have all the users (staff) defined, we will obtain a
list that should look like the following:

. Usger list |E Y'
Sot Nams lomat
- o« > w Ky espration v o) [Vie] [Fast narte] fast nama]  w
5
Koy siahue  |Ussrslohn |Nax sccess dots
|y Mactomy
22/11/2007 02.00 Peter Copote 55
22 72007 00 00 FHd Harvy Camndu0 |
22/11/2007 D200 Richard Widmark Cokndal |
22/11/72007 DO 0O Rogar Mty Calenda0
v
< >
Yoy avsgnuent
I Maks vz bacrwd | O Relins J [ G\ Asagn hay
[ B New J [ X View detaks J l H Delele l & Pt ,I :  Cose ] X

Figure 51

e If we have inserted a user by mistake, we can delete it
selecting it first and then, clicking on the DELETE button.
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To view the details window of a given user, select the user
and click on the VIEW DETAILS button.

We can also use the scroll arrows on the left-hand corner to
select a user from the list, instead of using the mouse to do
so. With these scroll arrows <>, we pass to the user
immediately after or before, and with these arrows |< >|, to
the first or last users of the list.

The box called SORT BY is used to sort users list according
to the most convenient criteria, by name, by surname, by
calendar, by access level, by expiration date...

The PRINT button can be used to obtain a hardcopy report
for the user list. You can select between printing all of the
user lists or only the details that relate to one particular user.
(a user profile).

The Make user banned is an option to block a user. So any
change or modification can be done on him. It can be
configured on the operators and permissions the operator
who will have the privilege to make banned a user. When a
user has been banned and he presents the card to the CU
the access plan is going to be erased and that user won’t be
able to access to any part of that installation. As soon as the
same user has been disbanned and presents his card to the
CU will be again updated with his access plan.

Picture. A picture can be added to identify the user. The
photo can be imported from any storage device (hard disk,
USB pendrive, memory card,...) or directly from a connected
camera device.

Many picture formats are compatible (jpeg, bmp, tif, gif,...).

Cyen o s
— oy L T o L A e e b e e e

et Mo Voo 7w

L R P == ]

Picture aspect
The picture aspect can be predefined from the General
Options menu, user tab. The options are:
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Options [ﬁ
= Visitars . | .\ lssuing i Advanced I
| Sykeys | o Hoel | @ PPD | PMS | o2 Online | SHIP | Depanment |
General purpoze fields for users Automatic key assignment
[¥] Enable field 1 . i
T - = . @ Card serial number
.E\.u"ater Liters | Autoincremental key UID format
[¥] Enable field 2
. SaLTO -
Electricity Consumption || Autoincremental
[ Enable fisld 2 (71 Mifare sector data
Autoincremental
[7] Enable field 4 g 2
Autoincremental Mifare plus card
[T Enable field 5 Key type
B
Autoincremertal @ A
Drefault expiration period Eard data
0 @ [aays] 1o T
Hours) 2501 i 5

. : Permanent users deletion
|| Disable low battery waming on locks for staff keys ‘

[¥] Discarded openings are also included in the key's auditor
[¥] Include last reject information an keyps

User ID configuration User picture aspect
[$TITLE] [$LASTMAME] [$FIRSTMAME] [$EXTID) [_ |3:=1 -
Save [ &5 Frint l I [ Close ]

User key assignment

Once you have completed user list definition, we can then
proceed to assign each user their key (Smart Card, Ibuttton , proximity.)
In order to do so, you must connect the ENCODER to the serial port of
your computer. You must also supply power to the ENCODER plugging
the feeder provided to a 220-240 V. AC, 50 Hz socket and inserting the
respective jack into the ENCODER.

To assign user keys, follow the steps detailed below:
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e From the user list, highlight a user with the mouse. Then,
click on the ASSIGN KEY button that can be found on the
lower right-hand side corner of the window.

dzer and key expiration
U zer expiration
\z62/2008 v |[16:37 4|

ser activation

15/12/2008 v

Enable key revalidation
Jpdate period

() [Days]
) [Hours)

Figure 53

e The system will prompt a message window requesting you
to insert a card into the ENCODER.
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Figure 54
e Encoding process is very swift. The system will tell you to
withdraw the card almost straightaway.

e Now, you will check that a yellow key icon appears next to
the user name to which key has been assigned.
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Figure 55
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e You are encouraged to hand the keys over to respective
users without any delay.

e To further assign the keys to other users, follow the same
procedure.

e Finally, you will obtain a user list with their key assigned, as
shown in the following figure:
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e If a user loses a key, you must immediately cancel it in the
user list. To do so, highlight the user that has lost their card,
and click on CANCEL KEY button.

e Afterwards, a new card for this user has to be edited,
following the same procedure as previously detailed. From
now on, the user will have a new card. However, should for
any reason whatsoever the lost key turn up, this will no
longer open any of the doors where the new key has been
used.

¢ If we modify any users access rights, we will have also to
update the users key. To accomplish this task, you should
ask the user for their key so as to allow you to update it on
the ENCODER.

e The colour of the icon of the key denotes its status. Thus, a
red key means that it has changes to be updated; a blue key
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means that its expiration date is approaching and a yellow
key with an hourglass means that it has already expired.

There are 2 reasons for a key appearing in blue colour: 1.
The key is going to expire in the next 15 days but it was
edited more than 15 days ago. 2. The key is going to expire
in the next 7 days but it was edited more than 7 days ago.

Once the key has been assigned to the user, any change
made in the user access profile will imply the key turns red
colour. This changes can be updated in the SVN wall
readers but there are 2 specific changes that imply “key re-
edition” or “key re-encoding”. These are ANTIPASSBACK
and AUDIT ON KEY option. (for the users).

When one of these changes is made, the key will appear in
red colour with a cog symbol, to remember you need to
update the key in the serial encoder — “re-edition”. See
image below.

The fact of changing the antipass back time,
TOOLS/OPTIONS/LOCK also implies re-edition for the user
cards , although the cog symbol will not appear next to the
key symbol, in the user list.

If there is any doubt about the need of re-edit the user cards, this

can be cleared by the light signals given by the Salto Virtual net wall

reader.

The light signals are different depending on the technology:

e Smart card: orange flashing light (key is being updated)

followed by a fix light red or green (door close, door open).
This is the standard sequence. If after that there is a fixed
orange light, then this means that the key needs re-edition.

| button and proximity cards: blue flashing light (key is being
updated) followed by a fixed light red or green (door close,
door open). This is the standard sequence. IF after that
there is a fixed blue light, this means that the key needs re-
edition.
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I-Locker.

SALTO includes in his software the option to manage as web the
iLockers. The configuration and use of them is very intuitive and similar
to our escutcheons and permits us as well obtain the same info as we
get from our escutcheons (Openings, rejects, etc.)

Free Assignment Zone:

We can either assign an iLocker directly to a User (like with the
escutcheons) or there is another option where the user can choose
freely the iLocker that he wants to use.

In these cases we have to create a Zone including all the
iLockers where users will choose a free one. The procedure to create
this Zone is similar to create a Door Zone.

Define iLockers:

First of all we have to include the iLockers in the software. To do
this we have to go to the menu DATA/ LOCKERS. The following window
will be shown (Fig 1). In this window we will see the iLocker list, the
status (open/close), Name, Battery Status, Date, Opening Mode and
Time Zone.

In the bottom part there is a check box “Show only closed
Lockers”. If you enable this option only the closed Lockers will be shown
in the screen. There is another button “Set Locker state as opened”.
This option is very helpful when a user has left the iLocker closed and
we open it with a master key. In this way we can change the state
manually.
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Next step will be to press the “New” button and start defining the
iLockers profile. The procedure is similar to create a new door. (Fig 2).
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We have to define the profile:

Select opening mode (Standard or Automatic Opening). If the
iLocker is going to be included in a “Free assignment Zone” it is very
important to enable the checkbox “Is free assignment locker”
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Define Free Assignment Zones:

To enable this option we have to go to the menu: TOOLS/
CONFIGURATION/ GENERAL OPTIONS/ ADVANCE and enable the
option “Free assignment Locker”
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In this case we have to enable the checkbox “Is free
assignment zone”. It is very important that we have defined the
iLockers as “Free assignment Locker” otherwise the software
will show us an error message.

Free Closing:

The free closing option will allow a user or a group of users to
close the locker without the need to present a key. The thumb turn stays
closable every time it is opened. The keys will have to be configured as
Static keys. In example, this configuration could be used for common
lockers used by a few users for medicines or some components in a
store.
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Types of Keys:

If we go to the menu TOOLS/ CONFIGURATION/ GENERAL
OPTIONS/ KEYS we will be able to select different types of keys that we
want to use in this zone.
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(Fig. 3)

e Dynamic Keys: This type of key allows users capture any
Locker from a Free assignment Zone and after he has leave it
empty can capture again another different one from the same
Zone.

e Static Keys: In this case the user can firstly close any locker
from the Free assignment zone. However, after he has empty it
he can only capture the same one.

Set locker state as opened this function is the same one as we
can find in the “Locker List”

Time-limited Occupancy:

This option limits the occupancy of a locker. We have to fill the
boxes and give the time in hours and Minutes.

Note: If this time expires ONLY a master key will be able to open
the locker.

Reset timing when re-capturing locker: This option allows
reset the timing of a Locker.
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i-Locker & Visitors:

In the menu: TOOLS/ CONFIGURATION/ GENERAL OPTIONS
and in the Key tag there is a checkbox “Control of lockers left closed”.
This option will show if the Visitor has left the locker opened or closed
(Not allowing other users use this locker) when we make the Visitors
Checkout.

ILocker Initialisation:

To initialise the iLockers we have to follow the normal procedure.
We select the lockers that we want to initialise and load them to the ppd.
Once we have initialized them we have to download again this
information to the software.

ILocker number information:

It exist the possibility to obtain information about which ILocker
has been captured by a user with the key.

In order to do so, it is necessary to have a dedicated PC with its
own screen and a Salto key encoder.

In the Salto application shortcut properties, it is need to write
after the default target “...exe" /ILOCKER_INF at the end of the line.

o HAMSDept SQL 932126 Propermes

R Namal seocow .
Comment i

Ope) i Loceien Swgs con Advanced
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Then you will see a window as shown below, which indicate what
ILocker has been captured with the key just by showing the key to the
encoder.

T T R T ———

Connect key encoder

Locker:

On the other hand, well as display the name of the locker, it is
possible to reset the key counter in case that it is corrupted or cannot
open the locker.

To do so, it is necessary to write the following text on the Salto
software shortcut properties; “...exe" /ILOCKER_INF_RESET as shown

below.
( T ™
4\ HAMSDept SQL 9.3,2.126 Properties (e
: 73;80'-'”& i J@aﬂs o 1 ilz'rr'ev;!éus Versions
General | Shortcut L Compatbilty
1 HAMSDept_SQL 9.3.2.126

Target type: Application

Target location: HAMS SQL

Target: \HAMSDept_SQL.ex¢" /ILOCKER_INF_RESET

After the reset, the user will be able to open his locker but also
any other free locker.

WARNING; In case the user capture another locker, it won’'t be
possible to capture again the locker captured before the reset. On the
other hand, the user will only be able to read what locker is captured
once, because after the reset, this information will disappear.
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Visits:

Options

Genersl | B Lock | & User| R, Keys| b Hotel | @ PPD| PMS | o Oriine | £

Enable visitors
Default parameters for visitors

Default checkout time
12 00

Save additional data on..
\ None

M arimum number of days

The software allows as well Visitors managing, we define as
Visitors, those people not included in our database and that are going to
have temporal accesses to the system due to different reasons. In order
to activate the Visitors features we have to go to: TOOLS/
CONFIGURATION/ GENERAL OPTIONS and then click on the Visitors

tag. (Fig 1)

| Advanced

30

[ &5 Piint J [ [ Close ]

(Fig 1)

We have to enable the checkbox “Enable Visitors”. The next box
will show us the default checkout time. This time can be modified when
we make a visit checkin. The second box enables the track (track 1,
track2, track 3) if we want to write extra information in the card. In this
case we have to determine the character size for this option. On the last
box we can delimit the maximum number of days for each visit. That
parameter will delimit the expiration date checking out the visit.

Once we habe enabled Visitors, we have to define the Visitors
profile. To do this we have to go the menu DATA and select VISITORS
PROFILES. A Visitor Group List window will appear, we have to create a
new group. The method is similar to create a new User access level, we
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have to define the accesses and timezones as well as if these accesses
are optional. This is important as if we make them optional they will
appear as such when we make a checkin. (Fig. 2)

Group aocesms

8 Zooer | W Docts & Dutus
Narse | B ,:ﬁ Trwoores  Opbored
Swwvring poct P a0 o D lwan Yer
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Serareng pool venon

M o] 2] =
I S B Seen [ Chn

(Figure 2)

Vistors Checkin :

To make a Visitors checkin we have to go to the menu Keys and
select « Visitors Checkin » or press F10. (Fig 3)

Visitor g|

Name

Marc Handels | o/l Optional facilities ]
Start date

09/03/2005 s 1850 |
Date of expiry

10/03/2005 $ 12:00 |

A sauna

‘ %, Edit key I £z Show visitors ‘ > Close

(Figure 3)
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We have to fill the following fields:

- Name

- Start date and time

- Expiry date and time , the maximum date available will depend
on the number written on the maximum number days on the visit general
configuration.

- Access level
- Give any optional facility and Additional data
- Finally Edit the key.

In this window there is a button “Show Visitors”. This option will
allow us to see all active visits that we have (Fig. 4)

H visitor list =103

-

(Figura 4)

Checkout visitors:

To make a checkout we have to go to the menu Keys and press
Visitors checkout or press F11.
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Blacklist

The blacklist is a virtual list where are placed canceled user keys
IDs. Once a key has been canceled, the ID is sent through our virtual
network called SVN. Every online SVN wall reader will update the
users’ keys with the blacklist information. At the same time all updated
keys will update the offline escutcheons and wall readers, this way, the
information concerning the canceled key will be spread by the keys
containing the blacklist information.

Blacklist Configuration

The software allows the creation of an unlimited quantity of
users, 4 million user keys but only maximum of 64000 keys will be able
to be cancelled through blackilist.

Once the blacklist arrives to its maximum, 64000 canceled keys,
the blacklist won’t be sent through the SVN virtual network to the keys;
this is why it is IMPORTANT to understand this concept in order to
manage it the best way.

By default, all the users are sent to blacklist when canceled,
therefore the software allows to select what users will be sent or not to
the blacklist when canceled.

To do so, select the advanced parameter into the general
options, advanced tab; MORE_THAN_64K_USERS=1, as shown on
the image below;

Opﬂons

Tobe w
Advanced parameters
MORE THAN 64K USERS=1

Once this parameter is saved, a new option will be shown on the
user list to select what users can be canceled through blacklist.
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If the option is selected, a canceled user will be sent to blacklist
and the information will be spread to all the units through SVN.

In case it is NOT selected, the canceled key won’t be sent to
blacklist. It is important to know that in this case there is only 2 ways to
invalidate this canceled key;

1/ the canceled key is presented to an SVN online wall reader.
The wall reader will DELETE the key immediately; this will avoid the key
to open any door, online as offline.

Therefore, the wall reader won’t update other users’ keys with
the information of the blacklist for them to spread it.

2/ the key expire. For this reason, when un checking the “cancel
key through blacklist” option, the revalidation period will have to be
changed to a maximum of 7 days.

¥ Sudn Openings e key ]
[] Mew key can be cancelled through blacklist 0101 22000 0000 =

User activation

2402010
Key statuz
Mo key assigned [¥] Enable revalidation of key expiratior
Update period

“alid until: @ [Days]

% (8]

If the revalidation period is higher than the planned, by default 3
days, the following message will appear.

Error

[ =]

"8‘ Expiration exceeds maximum expiration for non cancellable cards through blacklist (7)

=
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In this case, the maximum expiration period allowed is 7 days, as
shown below, therefore, by default it is configured to 3 days because of
the fact that as lower is the period of expiration as higher will be the
security, if the key expires as soon as possible.

General purpose fields for users
[T Enable figld 1

Autaincremental

[C1Enable field 2
Autoincremental

" | Enable field 3
Autoincremental

Drefault expiration period:
30

F aximurn expiration period for non cancellable ke

T A

Automatic key up date

There is an option in the KEYS menu, called AUTOMATIC KEY
UP DATE, which allows you to update the user cards without needing to
go to the user list and select the required user.

This function leaves the encoder in the requesting key status, and
it will automatically update user access profiles, (new and eliminated
user cards), on every user card inserted. It does not matter in which
order the user cards are inserted. The expiration date given to these
cards will be the same for all users, and it is the value stated at
TOOLS/OPTIONS/USER, in days.

This function allows the system administrator to make the
changes in the user profiles, without needing to manually up date the
cards one by one.
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Using PPD. Initialization

The PPD is a Portable Programming Device used to
communicate with the locks and transfer data from the PC on the
locking schedule we have designed. Should you have any doubts on
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this device usage, please, refer to the PPD Smart User’s Manual that
you will find included in the RW software CD-ROM.

Main menu:

Below, you can review a diagram of PPD menu options. It is
important to note that all these options will not always be present,
depending on their being enabled or not from the management
computer. As default value, DIAGNOSTIC and COLLECT OPENINGS
options will be present, although we have not enabled them on the

computer.
MAIN MENU
e UPDATE LOCKS
e COLLECT OPENINGS
e EMERGENCY OPENING
e INITIALIZE LOCKS
e DIAGNOSTIC.

Initializing doors:

When we have our locking schedule finished on our computer,
we must transfer all the data from our computer to the portable
programming device.

We will initialize every door granting it a name that will be
definitive from now onwards.

Ensure that your computer clock time (on the PC that you
are running the SALTO Software) is correctly adjusted to show the
correct time, as it will determine the time on which the electronic
locks operation will be based.

e To download all our locking schedule data on the portable
programming device, connect the device to our computer by
means of a serial cable, and go to program main menu.
Click on the PPD icon.

e Ifitis the first time you use the PPD to download a locking
schedule, you may be prompted with an error message
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window. Click on the YES button to confirm that, from now
on, your PPD will be exclusively devoted to your installation.

A window like the one below will be displayed. In this
window we see all doors pending initialization are selected.

It is not compulsory to initialize all of them simultaneously,
though it is highly recommended not to leave any pending
door.
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On the lower left-hand side corner we find a box called ACTIONS

TODO. Int

1.

his box we will tick off those actions to be done with PPD.

If we tick off ALLOW EMERGENCY OPENING, this option
will later be shown on the PPD menu.

If we tick off INITIALIZE LOCKS, this option will later be
shown on the PPD menu. We will now perform this
action.

To tick off these two possible options, bear in mind that it is not

enuogh to ti
or doors on

ck off the action to do, but also to mark with a cross the door
which you want to do the action.

If we do not tick off any of these two options, the only option
available in the PPD will be: Update locks.
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e We can change the language of PPD display messages. In
order to do that, click on the CHANGE LANGUAGE option.

e When we get all doors arranged in order, click on the
DOWNLOAD TO PPD option.

e Data transfer from computer to PPD will last a few seconds.
Watch the computer screen and when you see the progress
bar of the active window reaches 100%, you will know the
transfer is over.
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Figure 64

e Now you can disconnect serial cable, and go to every door
to initialize them.

e Connect to the PPD the cable connected to a special card
with 3 conductors (on the opposite end you will have a RJ11
phone connector).

e Approach to the first door of your system, plug in the special
cable and turn the PPD on.

e From the main menu window, select INITIALIZE option. You
will get the door list. Now choose the door that you want to
initialize. Be especially careful when performing this step,
since the door name is limited.
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e When you view on screen the name of the door to be
initialized, click on the OK button of the PPD, and the device
will request that you connect it to the lock.

e You will get on the PPD screen a CONNECT TO LOCK
message. Insert in the lock reader the card cable and watch
the PPD screen. You will get a progress bar and a sharp
beep sound emitted, that means that data transfer is in
progress.

e If, by mistake, this communication is interrupted for longer
than three seconds, you will have to repeat the
communication.

e Repeat these steps with every door within your facilities.
Take into account that door names will not disappear from
the door list contained in the INITIALIZE option, by having
simply initialized a door. This will allow you to reinitialize a
door if you have given it a wrong name.

e When you have completed the initialization process,
reconnect the PPD to your computer through the serial
cable, and click on CONNECT PPD icon. This will update
software data comparing it with actual battery status values,
as well as pending updates. At this point, INITIALIZE
LOCKS menu option will not appear on your PPD main
menu.
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8. Advanced options

In this section some features will be described which, on some
occasions are not essential, but they prove to be very important to
designing the locking schedule.

General info

Go to the TOOLS pop-up menu and click on GENERAL
OPTIONS option.

e The first tag we obtain, displays in the PROPERTY NAME.
This is the name we gave to the data base at the start.

e We will also have more boxes, CITY and
STATE/COUNTRY. Please, fill in these fields according to
your facilities address.

e Itis also important to fill in the FIRST DAY OF THE WEEK

field, since this piece of information has an effect on
calendar structure.

__PMS. || Accessories || f-i;__DnIine SHIP I _gx Visitors Advanced
General | M Lock | & User | Sy Keys | b Hool | @ PPD | BB Automstiobackup |
F'ropert_l,l narme
[CMRY Controle Acces
Clt_l,l

State

First day of week
| Monday |

Serial number
PAEXCHW-167H03
[ Dizable collection of personal registies on audit trail

Select scanner:
|None w |

i
Figure 65
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PPD status

The serial number field shows the serial number of the
software which was written when creating the data base for
the first time.

The check box DISABLE COLLECTION OF PERSONAL
REGISTERS ON AUDIT TRAIL can be marked if we want to
filter the information kept in the audit trail , so software
operators can only view the events regarding lock updates
or key updates (not openings or rejections ).

The print option can be used to obtain a hardcopy report
from all the tags in OPTIONS. It is better to use this option
when the data base is completely desiged, so we can see all
of the fields filled out in these tags.

Save changes before proceeding to the following tags.

Go to the TOOLS pull up menu and click on the GENERAL

OPTIONS option. On this occasion, we will choose the PPD tag.
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Figure 66

The first field refers to the length of time the downloaded
data will reside in the PPDs memory. As a default value, the
system sets a day, though you are allowed to increase this
duration. Below, you view two optional fields, that can be
selected if you want to customise the PPD default set up.

If you tick the ENABLE EMERGENCY OPENING option, it
will also be present on PPD main menu, even after data
expiration.

NOTE: be careful with this option, since if you enable
permanently the emergency opening option, the PPD turns
into a master key that opens all your facilities doors, and
could be misused if in the possession of an unauthorised
person.

If you tick COLLECT AUDIT TRAIL AUTOMATICALLY
WHEN UPDATING LOCKS, the PPD will also collect the
audit trails of every door, each time you update that door.

The box COMMUNICATION PORT allows you to set which
serial port you are using in the computer to communicate
with the PPD.
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e SALTO PA software allows you to use different com. Ports
for the PPD and the encoder. You can select between using
the same com. Port for both or a different com. Port for each
one. The encoder com. Port is set in the EDITOR tag.

Local Options

By selecting the LOCAL OPTIONS, located in the TOOL menu, a
window like the following will appear:

Local configuration | Advanced options|

FFD Editar information
@ LSk Yersion
1 Serial ?

Supparted keys

Mone

Editor

Enable beep
Lozal editor

@ LISB

) Senial

MHare
|22 zame com. port az PPD
Operator's editor

@ ze local editor

' Usze ethemet editar

[ Show firmware l

Save [ [5+ Cloze ]

Picture 67
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You can select to communicate with the PPD through a USB
port. The drivers will installed by installing the Software and any other
configuration will be necessary.

On COM PORT field, you can select the PC’s port through which
you want to communicate with the PPD.

It is also possible to use a SERIAL port to communicate with your
encoder and a different one for the PPD. By the same way, you can
also use a USB port to communicate your USB encoder.

Encoder status

From the TOOLS/ LOCAL OPTIONS pop-up menu, choose
EDITOR tag. A window like Picture 67 will display:

In this window, you will view the version number of the card
editor, when it is connected to your computer serial port.

In this window, you will view the version number of the card
editor, when it is connected to your computer serial port.

This also shows the card types that are compatible with the
editor if you Click on the CARDS SUPPORTED button.

The ENABLE BEEP check box can be ticked, if you want the
editor to make a noise.

The check box SAME COM. PORT AS PPD is used to say
whether we are going to use the same com. port for the PPD
and encoder or whether we are going to use different com.
Ports. To work with multiple com. Ports, it is necessary to
have at least 2 serial com. Ports available in the computer.

It is important to fully understand the following two key
concepts to avoid confusion: the ‘local serial encoder’ and
the ‘operator’'s encoder’. The ‘operator’'s encoder’ refers to
the actual encoder to be used by any SALTO operator that
logs on locally in the SALTO software. It may be any
encoder that has been setup within the system, be it serial
or Ethernet. If you select Ethernet as the type of encoder,
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you must also choose one among all the available Ethernet
encoders.

e On the other hand, the ‘local serial encoder’ refers to the
actual encoder connected to the machine through a serial
port (or USB-to-serial adaptor). This encoder may be used
by the SALTO PMS server or the SALTO SHIP server when
requested to issue keys in the local encoder. Likewise, this
local encoder may also be used by any SALTO operator
logged on provided that the ‘operator’'s encoder’ parameter
has been set to use the ‘local serial encoder’.

Configuration of Ethernet encoders

To configure Ethernet encoders, the peripheral list window must
be opened (tools/peripheral list). This window contains a list of all the
peripherals set up for the installation.

Two fundamental parameters are required for each encoder: an
identity number and an IP address. For the ID number, it is advisable to
start from #2 since number one (#1) is normally assigned to the local
serial encoder. As for the IP address, you need to obtain them from the
administrator of the network. You need to make sure that the IP address
is a valid one that is not already in use by any other device. IP address
conflicts may lead to communication problems.

Ethernet encoder configuration can be carried out by opening the
Peripheral List window (Tools/Peripheral list) as shown in the following

picture;
=
I« « » ¥ Scanclt J Soul J Addess l

| {com Nane Descagtion P adcdhen

(5] New | R view ks 5 Deete [ Ciose ]
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As usual, the buttons at the bottom of the window can be used for
adding, removing and editing peripheral parameters.

On the top of the window, the following buttons can be found:

Lock status.

SCAN ON/OFF: when clicking this button, the application
will check whether all peripherals in the list are connected to
the machine: a green icon indicates that the corresponding
peripheral is communicating whereas a red icon represents
no communication.

SIGNAL.: this function is provided for making the LED of a
particular peripheral blink and beep for a while. In this way,
we can identify the location of the peripheral as well as
whether the communication is OK.

ADDRESS: this function is used for giving a new IP address
to a peripheral. Firstly, we must press the button on the back
of the encoder so that the green led starts blinking. Then, we
must select a peripheral from the list and click the
'ADDRESS' button. If no error message is shown, then it is
assumed that the peripheral contains the new IP address.
Use 'SIGNAL' or 'SCAN ON/OFF' to check communication.

In this window we will specify some operating features of the
electronic locks.
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Options Ei
Garwd | L Loc | @ User 4 Koyr| e Hosd| @ PPO | PMS L Orine | B Vidoo | Advanced
spose hevd Ve och CUSYN saonale dole enennon (11 85)

] Eratohe fied 1 Diags %0 mosement
Y3 Doy
"1 Ervable fiald 2 Vabd iefieth sde vl [dags)
LU A P
<] Pl abio shoses derend access sbarels
<1 Alow foc), eesing
v] Eruble buep
Kaw wih Al skt . ca0 opan bocks
] Ermile shrict ardipasshack (11.334)
C10U 1P sddmazing by FPD [11.365)

Arspasback duahoo [hhornm|
7355 -

You can activate the AUDIT ALSO SHOWS DENIED
ACCESS ATTEMPTS check box if you want the Audit Trail
to show failed door access attempts.

ALLOW LOCK ERASING: if you enable this option, it is
possible to reset any of the locks in the system. We do not
recommend this option is enabled for security reasons
(unless you are certain that the electronic locks may be used
in more than just one locking schedule). This option can
always be changed at a later date.

Note: if, at a given point, you want to enable erasing of a
particular lock, you will have to initialize the lock you want to
reset. Updating would not be enough.

You can tick the ENABLE BEEP check box if you want the
electronic locks to beep on operation.

The check box KEYS WITH FULL AUDIT TRAIL CAN
OPEN LOCKS comes enabled by default. We can disable it
if we want to make the user notice that his personal audit
trail on key is full.

ENABLE STRICT ANTIPASSBACK
CU IP ADDRESSING BY PPD. By checking this option, the

PPD will assign the IP address to the CU during the
initialization. This option is very useful when the CU is part
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of a network with a different range from the one where the
peripheral manager is located.

CUSVN AUTOMATIC DATE EXTENSION. This feature
regulates the operation of a SVN reader when, for some
reason, it is working off-line. This way, the updater will
continue revalidating cards following the parameters below:

o Days to increment: number of days to revalidate.
o Valid refresh interval: maximum revalidation
delay (in days) since last on-line update.

If this field shows the value 00:00, then the antipass back
time is unlimited, therefore the user has to go out by the exit
in order to be able to enter again by the entrance.

Advanced parameters

This window is for future development. It will allow program

features to be modified by the administrator. For instance, maximum
number of doors which can be defined etc

0[kions @
General B Lock 1 £ User % Keys | k= Hotel & FFD B Automatic backup
PMS | Accessories | % Onine | SHIP | S Vistors ECIEE:

To be uzed by advanced operators only.

Advanced parameters Available parameters

PATCH FIRMWARE 0.91=0 || PATCH_FIRKWARE_0.51
FREE_A35IGNMENT LOCKER=1 ﬁﬂ‘uﬁqm}%égfgt)
SHOW _ACCEZORIES=1 SUBSLITE OFFICE
SVN_TINEOUT=2000 SHOW_ACCESORIES

CHECKIN_START TIME

SYN_TIMEOUT

I5_DEPARTMENTAL
USE_PRIVILEGES
FREE_ASSIGNMENT_LOCKER
ROLL_CALL
SHOW_ROM_CODE

SHOW _KEY DETECT_MODE
KEY_ISSUING

SHOW _EXT_|Dr
&

It is necessary to double click the text SHOW ACCESSORIES

when designing the data base for the first time if you want the
ACCESSORIES tag to appear among the OPTIONS tags. If safes and
energy saving devices are not going to be used in the hotel, then this
step is not necessary.
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If you have acquired the locks after May 2002, we recommend to
set PATCH FIRMWARE = 0 in order to improve the system
performance.

CHECK-IN START TIME: by double clicking this sentence, it
will be possible to state the start time for a guest (a time
different from the edition time) . This can be interesting when
we do not want the guest card working until 20:00 h, for
example.

SVN TIMEOUT: by double clicking this sentence, it is
possible to define the time since a key is presented to the
SVN control unit until the control unit receives the
information from the master computer, to update that key.
This time is expressed in milliseconds. This is useful for
environments having long delays (slow stations, narrow
bandwidth network) , anyway the majority of systems will
work OK with the standard timeout delay, 2000 milliseconds.
If the network is very slow, a good value would be 4000 or
6000 milliseconds.

Automatic Purge
With the option shown below it is possible to have a programmed
automatic purge for the audit trail.

File Data Hoteldata Keys Peripherals | Taols Help

ﬂ ﬁ_ﬁ g ! Auditar

Operators and permissions  *

(‘_% Scheduled jobs

Canfiguration

Doors Zones serz Llzen

The purge events will be placed in a TXT file in order to be able
to consult it any time it's needed.

As shown in the next pictures, there are a few options to take into
account like, amount of events, % of the auditor to purge, frequency and
where to keep the information.

In the next window, it's shown a window where the entire
previous configuration is possible. A standard set is already done, but it
is possible to modify.



SALTO

nspiredaccess SALTO RW Pro-Access......p.139
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& New KL View detabe o Dok £) kst > Choe

Doble clic in the “Automatic Purge” row and a window like the
one shown in the next picture will appear.

Scheadrg

Frecutyy oo Dadh Fraouendy S0ats 80, Docet onoe & (200
St et TAAL00E T nd deoe No s dete

SALTO O

Adorbe puge

Back | b X Coreel

In the next window, it is shown how and when must be done.

Frecuency lype [raily

@ Daily Frecuency [days] |B0 E

Draily frecuency

@ Deccurs once at: [02.00

(7 Docurs eveny: lm_fD_U j.DE_:?I :
2359

Dhuration

Start date: 14/02/2008 - (20 End date: Ei5.-"'| 042008

@ Moend date

[ o Ok ] [ Close




SALTO

inspiredaccess SALTO RW Pro-Access...... p.140

Puags M dernston fsw
HEALTO_EE (Pugeon B
Page sves okier e jrostnl

o

M 3

SALTO | iesen

Enghon

Bace ety X Cornei

Select the “Next” button and in the next window it will be
indicated that there is enough information for the automatic purge.

There iz enough infarmation to aumaticaly purge the auditor.

| wons want to review or change any settings, click Back.

If you are satisfied with the settings, click Mext to end the configuration.

Current zettings
S A LTO Destination folder: #(SALTO_EXE))Purgations -

Purge events older than (months): 24

Language: English

Frecuency type: Daily Frecuency (days): 60, Ocours o

4 m »
< Back “ Finish ‘ | x Cancel

User

The GENERAL PURPOSE FIELD FOR USERS can be enabled if
we want an additional field to appear in the user detail window. This field

can be used to insert some special information or number, for example,
the passport number.

The check box AUTOINCREMENTAL should be marked if we
want the number to increase automatically when creating a new user.

e The DEFAULT EXPIRATION PERIOD is the expiration time

given to the users , by default, in the user detail window.
This time is shown in days.
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e The check box DISABLE LOW BATTERY WARNING TO
THE USER can be marked if we want the locks not to give
this acoustic warning , because we can be informed about
this through the “on key” audit trail.

e The check box REJECTED OPENINGS ARE ALSO
INCLUDED IN THE KEY'S AUDITOR. Can be used to
obtain an “on key audit trail’, but not only for the door
openings but also the denied access attempts.

e The check box INCLUDE LAST REJECT INFORMATION
ON KEYS can be enabled if we want to know why a given
key cannot open a door. You can read the last reject
information by reading the key and clicking the CONTENT

button.
Options Li—]
(i : ___gz Visitors -I_ & Issulng !___ - — _Ad\:anc:ed : ]
| Genesl | M Lok | A Keye | worotel | @ PPD | Pus [ o4 Onive | SHIP | Department |
General purpose fields for users Automatic key azzignment
[¥] Enable figid 1 ;
A i _ @ Card serial number
mater iters || Autaincremental key UID Format
|¥| Enable field 2
T = SALTO -
Electricity Consumption || Autaincremental
[7] Enable field 3 () Mifare sector data.
Autaincrernental 2 :
[] Enable field 4 g 2
Autoincremental Mifare pluz card
[ Enable field 5 Key type
E
Autoincrernental @ A
Default expiration period Card data
0 -*?_ [aays} Type
{Haus) A0 0 8
o P t deleti
|| Dizable low battery waming on locks for staff keps | EMANE Wseis Upieon
[¥] Discarded openings are alsa included in the key's auditor
[7] Inchude last reject information on keys
Uszer 1D configuration User picture aspect
[$TITLE] [$LASTHAME] [$FIRSTHAME] [$EXTID) = | |3:4 hd
Save [ &5 Print | | [+ Close ]

Writing extra info on track 1, 2 or 3 for staff keys

To enable the space to write on the tracks first of all we have to
go to the menu: TOOLS/ CONFIGURATIONS/ GENERAL OPTIONS
and in the key tag we will see the checkboxes to enable the tracks
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where we want to write in and the character size that we want to assign.

(Fig 1)

Options

General

S ke
B Lock

_£s Visitors

Hkeys | @D | |

Q User ‘

Tracks

[ Track #2

e

[ Track #3

Save

Advancedﬂ 4
= Automatic Backup |

Key types for free assignment lockers
© Dynamic keys
() Static keys

Control of lockers left opened

l Set locker state as opened ]

[] Time-limited occupancy

[ [5 Close ]

Writting extra info in users cards:

To write information in any of the tracks of the cards we have to
go to the menu TOOLS/ CONFIGURATION/ GENERAL OPTIONS/

KEYS. We will find the following window (Fig. 1)
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Options
T C Svistes | Advanced
| General | M Lock € User | & Keps 1 f PFD &4 Automatic Backup ‘
Tracks Key types for free assignment lockers
Staff keys '®) ;
Dynarmic keys
Track #1 )
Size () Static keys
o
Content Control of lockers left opened
|$ROM
Te— [ Set locker state as opened ]
[] Track #2
itk [] Time-limited occupancy
,:f_,,:j PNGAE =
\ [ |
2]
it
\
[ Save ] [ [3 Close
(Fig. 1)

In this window we can select the track in which we want to write,
the size as well as if we want to write the info in the users keys. In
adition, we have to define the the size (number of bytes) that we want to

reserve for each track.

The next step will be to select what we want to write in the track.

To do this we have to press the button. We will see the following
window (Fig. 2)
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Tracks content configuration g]
Content :

fei1 e

5D K.en start date Ll,lymmdB{ Inaert
FEST K.ew start time [hhmm]

$KED K.ey expiration date [permmdd)
FEET K.en empiration time [hhmm]
$UED Izer expiration date [wrnmdd]
FUT Idzer erpiration time [hhmm]
$R0O0M  Room name

FMAME  User name

$GPF1 I1zer general purpoze field 1

$GFF2 Idzer general purpoze field 2
$GFF3 I1zer general purpoze field 3 [ ‘/ Ok l
$ROM K.en ROM code
[ x Cancel ]
(Fig. 2)

In this screen we will select the macro or macros that we want to
be written by default each time we encode a new key. The software
allows us to write as well a constant value before or after each macro.
To do this we will write it before or after the macro in the content
window.

A new macro has been integrated in order to send ASCII
characters such as the “ENTER”

Tracks content configuration @

Content:
{85003 |
Mo
FKST K.ey start time [hhmn) Al

FKED K.ey expiration date [ywmrmdd]
FEET K.y expiration time [hhnmm)
$UED Usger expiration date [wwrmdd)
FEUT zer expiration time [hhmm)
$RO0M  Room name

$MAME  Uszer name

$GFF1 User general purpose field 1
$GFPF2 Uszer general purpose field 2

$GFF3 User general purpose field 3
$AOM  Kep ROM code , v Ok
FIFOUT  Granted output [output number, value) |
| $45C  Non printable char [char code] v|[__X Concel ]
; : [ V’ Ok, l .
Finally we will press the button. As from this

moment each time we issue a key this fields will be written in the
selected trascks.
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Show Key detect mode:

NOTE: THIS OPTION IS ONLY COMPATIBLE WITH THE
FOLLOWING FIRMWARE VERSIONS. ALL PPD WITH FIRMWARE
VERSIONS V.1.0.2 OR INFERIOR ARE NOT COMPATIBLE WITH
THIS OPTION.

In order to activate this option is the software, we have to go to

the menu: TOOLS/ CONFIGURATION/ GENERAL OPTIONS and press
the “ADVANCED” tab. (Fig. 1)

Options

!

Gereral | M lock | £ User | % Keyz | k= Hotel | & FFD B Automatic backup [
FPMS | Aonine | 8 Vetos | Bl |
To be uzed by advanced operators only.
Advanced parameters Awailable parameters
\PATCH_FIRMWARE 0.91=0 | PATCH_FIRMwWARE_0.91
\FREE_ASSIGNMENT LOCKER=0 Bl et
|SHOW_ROM CODE=1 CHECKIN_START_TIME
|2HOW _KEY DETECT MODE=1 SWR_TIMEDQLT

IS_DEFARTMENTAL
USE_FRIVMILEGES
FREE_ASSIGNMENT _LOCKER
ROLL_CALL

SHOW ROM CODE

SHOW KEY DETECT MODE

[ & Frint l [ [+ Close

(Fig. 1)

We have to pass to the advanced parameters window the option
“‘SHOW_KEY_DETECT_MODE”

After this we will have to go to each Door, Room, iLocker and or Associated Door
where we want to enable this option and enable the checkbox “ibutton key
detection: Pulse mode”. (Fig. 2)
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Door @
Open mode and periods Groups and uzers that access thiz door
Open mode
‘W {_Standard B d ! g Groups Timezones
Mame
&1
IDescription

| |
Connected door

115 online
eyt e R e e pss o e C
| & 20/
Anti-pazshack,
O Eha-b.le arifpzsshack Zones this door belongs to o

g Users Timezones

[ sudit on keys
iButton key detection: pulzed mods

Lock state

Update required
o P 0

W alid until }
| |’ Firmware ]
Fd o ] a
(Fig. 2)

After finishing with the selection, we will need to update all the doors, rooms,
ilockers or associated doors that we have modified.

Show ROM code:

In order to activate this option is the software, we have to go to
the menu: TOOLS/ CONFIGURATION/ GENERAL OPTIONS and press
the “ADVANCED” tab. (Fig. 1)
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General | B Lock f £ User f % Keps | k= Hatel & FrD | EE Automatic backup
PMS. #% Oniine | &8s viios Becheel :
To be uzged by advanced operators only.
Advanced parameters Avallable parameters
|[PATCH FIRMWARE 0.91=0 | PATCH_FIRMWARE_D.51
\FREE_ASSIGNMENT LOCKER=0 E‘ES& I‘EEE%EHIES
(AEUCRENCHRRS CHECKIN_START_TIME
SWM_TIMECOUT
IS_DEPARTMEMTAL
USE_FRIVILEGES
FREE_ASSIGMMENT_LOCKER
ROLL_CALL
SHOW ROM_CODE
[ &5 Print ] [ [ Cloze
(Fig. 1)

We have to pass to the advanced parameters window the
option “SHOW_ROM_CODF”

The ROM code will be shown when we read a key inside the
content of it.

The ROM code will be shown each time we export users and
each time we export the Audit Trail.

Wiegand Code:

For some external application as T&A, POS... could be
interesting or necessary to send the Wiegand code of the user. In some
occasions that external application needs that code to identify each of
the users.

Through that tool we are going to be able to write that code on
the card so can be sent to other application through the WRAdaptor,
CUAdaptor or DR.

The enabling of that option has to be done on tools/general
options/keys there the Wiegand option. When this is enabled on the
user list can be seen the new option activated. It is important to know
that the Wiegand code cannot be written directly on this field. The
Wiegand code can be written on the DB through the synchronization
tool. There is a column on the table to be synchronized that assign the
Wiegand code to each of the users. (See Synchronization document)
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When the code has been downloaded on the DB can be written
on the user card and be read and sent to other application.

Title F,",St name Lﬁ_;t hame ﬁ
‘ 1 [Fioger '1 ;MiIIar 1

Name

ILF!octzer Millar |
Calendar __ Group =

| Calendar0 w | | [NONE) v

[JUse extended opening time

[ Overide privacy PIN

[[] Office [ ]

[]Use anti-passback ) h

[] &udit openings in the key Key update

‘Wiegand code: ‘With expiration

4231576904B34168 | Update period

Key status 0 Days)

No kep assigned Max. access date

1§ p—

Walid until: Start
|} (B |2n200y E

M4 4 » p g T @é | & Piir

In the above window can be see the Wiegand code of this particular user.
FLEXIBLE WIEGAND FORMAT GENERATOR.

Keys tab in the Advanced Options allows the Wiegand cards to be encoded with
different formats. This option allows the software to adapt to the Corporate 1000
format from HID or any other formats different from the classical Wiegand 26 bits
format.

As can be seen in the picture below, the software will allow defining the bits
composition of the Wiegand code, as well as the data format.
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--------

First of all, the different codes to consist the final Wiegand code must be set up.
The New button will allow creating the different parts of the Wiegand code, as well
as defining its characteristics.

r b
Wiegand code deﬂnition— @

Code Description
A Site Code

Digit format Number of digits
1 Decimal 3

© Hexadecimal [ |wariable number of digits

Bit order
@ MSB
f ) LSB

[ B3 save ] ‘ [z Close ’

S 4

The code will be internally identified with a letter, A in the example above. Any
letter can be used to identify the different codes, excepting P, as this is used to
identify the Parity of the codes in the beginning and end of the Wiegand code.

In order to help to identify the meaning of the different codes, a short description
can be included.

The digit format can be set up to Decimal or Hexadecimal, and the number of
digits can be also defined. In case the code has a variable number of digits, the
software will allow setting up this characteristic.

Bits can be arranged starting with the Most Significant Bit (MSB) or Less
Significant Bit (LSB).
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4 Wiegand code canfigunatian 1 S

# |Descripion |Digit format Number of diges|Bit order

B  Card Numbsr Haxadacimal 12 MSH

T lssue Code Hexadacmal 10 MSEB

# New 8 View desails 5 Delate
Intedace lomst AR
NSB L5B
Bit composmon PARAAZAAAADBBEEEEEEBBBCOCCCCCCOCP
Paray nile! [RS8 0.8 £ £ £ 08 SEEEEE——
Parsy rule2 - AXLOCOOAAXEXAD
Paray ruled
Parey ruled
B2 save [> Close

Once the codes have been created, the Interface Format will define how the codes
are going to be sent and received among the different system components,
defining the separators to be used among the codes.

In the example below, code A will be separated from code B using a — (dash), and
B will be separated from C using a / (slash).

The table shows how the codes are going to be located, detailing where the MSB
and the LSB will be located in the upper side of the table.

The Bit Composition should show how the Wiegand code is going to be arranged,
starting and finishing with the Parity (P).

Parity rule 1 and 2 show how the Even (E) and Odd (O) Parities are calculated.
The Xs indicate the bits that are going to be taken into account to calculate the
Parity, and the dashes (-) the bits that will be ignored for this calculation.

Parity is calculated in the order shown in the lines. This is very important, because
a Parity could be calculated taking into account the Parity result bit of another
Parity calculation.

Port ranges

By default the PA software works on a range port from 5000 to
10000. For Network security reasons it could be interesting to delimit the
range.

That’'s something very easy to configure on the software. On
tools/Configuration/General options/Online:
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Options
| General | B Lock | € User| &, Keys| v Hotel | @ PPD | PMS

2 Visitors | Advanced

Orine periobesl mansger
|MARKETINGO1

|

This machine is the online peripheral manager

UDP port range

From To

5000] - | 5010]

Current port: 5003

[ & Print ] [ [3 Close l

On the UDP port range can be delimited it. Even if it has to be
one specific port we could select it just by writting the same number on
both boxes.

Auto Logoff

On the advanced parameters we can find this option as well. By
means of this parameter we can adjust an automatic logout some time
later that any operation is done. The time is the parameter we can
adjust.
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Options ﬁl
Gered W Lock | 8 User ":\ feps | @ PPO ! BB Audtnsd oA, Oniee | Depanmert | Oy Vistos | Adverced
To bewsec by advanced 00 E0 O
Advanced patamele Avalable pasmeters
AUTO LOGOFF TINEOOT=12 PATCH_FIRMWARE_0.91
S‘-‘N“TNEOU;'
H I1S_DEPARTMENTAL
REY_I330ING=1 USE_PRMLEGES
IS_DEPARTHMENTAL=1 FREE_ASSIGNMENT_LOCKER
ROLL_CALL
AUTO_LOGOFF_TIMECUT
VEY_[GSUNG

| & Pant | [ Cise

It is very simple just writing the seconds desired to be counted up
before from the last operation done on the software to the Automatic
Logout

Automatic Purged

On the Scheduled job list it can be found the automatic audit trail
purgation. Clicking on it is pop up a wizard to configure it. The
parameters which have to be set are the destination folder where we
want to save the txt with the purged information, the events date we
want to purge and the language in which is decided to be saved.
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Automatic purge configuration

Purge file destination folder -

|C:Muchivos de programa\SALTOVBackups [ | Erowse
Purge events older than [months)

5 4

S A I.TO Langlage

| English

]

[ < Back ][ Next > } X Cancel

In this case it will be purged automatically on the Backup folder
the audit trail events 5 months older.

Permanent User Deletion:

Delete permanently users that have never been used.

In order to enable the Permanent User Deletion Go to:
TOOLS/CONFIGURATION/GENERAL OPTIONS and in the User lab click the
“PERMANENT USERS DELETION”

Options g[
Ganeesl| B Lock | 8 Usw “& Yoy | @ PPD A Orine ! SHIP | Depenent - 83 Vistos | Advanced

bt puAD Dk o o

[C]Ensble bed 1|

— Autoenatic bey assignment: key UID format
SaLTo v
[ Enable edd 2
[ ] Enabis field 3
Delauk expraton penod: X
[ Dusable how battery mamng on locks loe stall keys
(¥ Dacarded cpsrwrgs e sn inchaded i the key's saon
[V inchade bact resect information on kays
| Parmanant wers deletion |
| & e I I = Cise ]

Then the following screen will appear:
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Search user

Mame Group
O ihrekb
1 armin
[ aznar
O] b ikt
[ Miss. Lupe centeno
1 o armin jhwkb
[ #r Dean Pendlebury jhwkb
[ e bkl jheekb

[ tr. Aznar Sethna
[ tr. 1gor Puente

[ tdr. Miguel Rodriguez
[ Mr. Mikel Lareateai
[ n#'m

[ oscar

0/14

[ @ checkal  |[ 7 Checkdelted |[ [ Uncheskal |[ HElDelte || EFT

This window will show users that were never assigned a key. Either deleted users
or not.
Select the ones you want to delete and press “delete”.

Automatic Key Assignment

Through this tool the system will be able to assign a card to the
user automatically. For that, it is necessary to synchronize the ROM/UID
Card code of each user to the Salto DB.

Then you can to select the key UID format depending the card it
will be used (Salto, Mifare, DESfire, HIDiclass).

It is also possible to use a different code instead the Serial/ ROM
code. This other code can be allocated on a specific sector in the key,
specified by the key manufacturer or the card owner.

On the advanced options, User tab, you will see the window as
follows. On the Mifare sector data, it is necessary to select the sector
and block where the code is located.

If the sector is protected, it is necessary to place the key type and
the unblocking key. It can be key A or key B.

On the Card data, it is possible to place from what byte to what
byte to read the code.
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Automnatic key azsighment

() Card serial number

SaLTO

@ Mifare sector data.

Sectar number; Block number;
Key type Key:
B
@ A
Card data
From: To Type:
0 - |8 ~| [4sci -

In order to enable the automatic Key Assignment function Go to:

TOOLS/CONFIGURATION/GENERAL OPTIONS and in the advance
tab enable the ASSIGN_CARDS_AUTOMATIC

The automatic key assignment is doable by showing an empty

key to an encoder or also to a WR. The encoder must be set as updater.
There is no need to set a special mode on the WR, the SVN update is
enough to auto assign a key.

feature work;

The FW version must be the following in order to make this

Ethernet board: version 01.41 or above.
CU5000 board: version 02.02 or above.
WR: version 02.65 or above.

Advanced paanstens
PATCH FIRMGARE 0.91-0
I5_DEPARTHMENTAL=L

Genersl | Bl Lock | € U ‘3‘ Yoy ' FPD A Orine | SHIP | Depaenent - Bx Vissas | Advanced

[0 be wsad by

fvae 1 OpeN O ardy

Ayaiabls pasmeters

ASSEIN CARDS AUTOMATIC
ALTO_LOGOSF_TIMEOUT
CU_PLAY_SOUND

FREE. ACSIENMENT _LODKER
5 DEPSATHENTAL

KEY 155UMS
UMITED_OCOURANCY
PATCH_FIRMWARE 091
80LL._CALL

SHOW_EXT_ID
SHOW_KEY_DETECT_MODE
SHOW_ROM_CODE
SUN_TIMEGUT
USE_PRIVILEGES

&2 P
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Then you have to select the key UID format depending the card it
will be used (Salto,Mifare, DESfire, HIDiclass).

To do so, Go to TOOLS/CONFIGURATION/GENERAL
OPTIONS/ USERS. On that window it can be selected the UID format:

Options

Gansesl | B Lock | 8 U ;*;fv,-y. @ FPD A, Orine! SHIP | Depaament - 83 Vimas | Advanced

["1Enable hedd 1 .
Automatic bey assignment: key UID formnat

SaL10 v
] Enable beld 2

L1 Enabis field 3

Detauk expraton penod 0

[ Dusatie bow battery mamang on focks loe stall keys
¥ Dacarded opsrargs e slin inchaded i the key's s

[ Inchade Lact rmect indormation on kaye

Permanant wers deletion

[ & P l l = Chose

Then on Keys/Automatic Key update (F9) the automatic key
assignment is enabled and the encoder will be waiting to assign the key
to the user through the UID.

More useful tools.

Key issuing

Key issuing is defined as the process of configuring a brand new
carrier for later assigning/encoding in a SALTO encoder. Normally, end
users are provided with carriers already issued at SALTO (such as blue,
red and yellow smart cards or iButtons). These carriers can be then
used in whatever property. However, certain properties require their
carriers to be customized at the property according to a specific
configuration. As a result, these customised carriers cannot be reused in
other properties. The RW software now offers such a key issuing tool.
Currently, two types of carrier are supported: PicosPass and certain
smart cards. Bear in mind that issuing of certain types of carriers will
require a second encoder with a special smart card.

As for the graphic interface, you need first to activate the
KEY_ISSUING advanced parameter (see ‘TOOL\GENERAL
OPTIONS\ADVANCED’) before emitting any carrier. A new tab will be
shown in the general configuration window as shown in the figure below.
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Within this tab you may setup all the necessary parameters required for
emitting carriers in the property. In addition, a new option will also be
shown within the KEYS submenu (see figure 16) to have keys emitted.

| "Gene_ra! |, A Lock _' ﬂ Iser % Keys & FFD B B Automatic backu;—n
w2y Orline l £z Wigitars i q\ ls3uing | Advanced
Ermizzion types and parameters
Types: Emizsion mode:
Type ~
2
Ocl2 Parameters
FIN:
~

E mizzion twpe:
fuco v

[ Save =4 Fiint [+ Close

Figure 15: configuration parameters for key issuing.

EA RW Pro-Access Connected [DBSample]

File Data | Keys Peripherals Tools Help

ﬂ (% Read key F7 g

Doors % Delete key F8 L groups | Timed periods
Reset locker data

@ futornatic key update  F9

Figure 16: new key issuing option.
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Currently, the following types of carriers are available:

Smart (see references)
Picopass

Mifare

Desfire

Mifare Plus 2K

Mifare Plus 4K

0O O O O O O

Once the KEY_ISSUING=1 option is activated in General
Options, a new tab will be available under the name of “Issuing”.

Gerees W tock £ Uie '% Fope = Hole o PPD  PMS | & Onie  Depatment £ Vistors || S0 | Advarced
| U5 Miwe/Dethen 150 ophors: |
St cad ivwung nphior
Ermisson ype
v
Eminon yper and paramstey
Types Emzsicn mode

Tope
»

&

| @rn || D Chee ]

To work with Mifare/Desfire cards, a SAM kit must be ordered with
the corresponding card and keys.

CAUTION: the modification of the following parameters must
be done only under the strict supervision of a SALTO Systems
technical approved technician. SALTO Systems won’t be
responsible for any damage caused by a bad use of this tool.

To access to the “Mifare/Desfire issuing options” press on the
corresponding button.



SALTO

inspiredaccess SALTO RW Pro-Access...... p.159
f Mifare-Desfire cards &
—;’i “ <« > »
Cad type - Custom keys Mifare Phus 4K
Mifase 1K 1€ 32 3%

Ki
Mifate 4K A

Destire Key B

17
18
19
20 3 37
21
2
23
24 34 33
5
%
27
2 35 3
23
i)
3

Mifare Plus 2K
W Transport keys

Key A

[ |

Key B

W N a W -

w

MAD key:

N - O

Enable MAD reserved sectors

)t ek
D oW

g
:

\
! & Save Read SAM card 5+ Close
| L

Select the card type used in the installation:

Mifare 1K
Mifare 4K
DESFire
Mifare Plus 2K
Mifare Plus 4K

O O O O O

“Custom keys” fields are used to enter the Salto SAM keys.
“Transport keys” fields are optional and may content the carrier supplier
keys (customer’s keys).

MAD key is used to unblock MAD sector in case an external application
need to use it.

The check box below the MAD key must be activated in case automatic
selection of sectors is asked when the card has already some occupied
sectors.

The READ SAM CARD button is used to capture the keys from the SAM
card (the same way it is done with the SAM software).

For security reasons, the keys are hidden once the SAVE button is pressed.
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DESFire Evolution 1

Flaad SAM cosd 2 Do

This version includes the possibility to work with this type of
technology. With 4kbytes and 8kbytes capacities these cards use an
AES128bits encryption that is much more complex and secured than
the already robust 3DES.

(*) DESFire EV1 cards can be also used under a 3DES
encryption.

When Desfire cards are to be used, the Diversification type can be
selected in the Desfire cards set up window, as can be seen in the
picture below.

Note: This option is only for specific projects developed by
SALTO.

MIFARE PLUS

As can be seen in the picture above, Mifare Plus 2K and 4K cards
can be selected. The “Get other sectors if unable to get selected” option
IS not available for the Mifare Plus cards, in comparison to the menus in
the standard Mifare 1K and 4K cards.

[Get ather sectars if unable ta get selected
Erzhla kAAT ranars oot

This is a limitation given by the card, and that obliges to know the
distribution of the sectors, that is to say, what sectors are free to use, so
they can be assigned or set up in the software itself. The lack of the free
sectors auto-detect feature must be taken into account then.
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In case information from multiple sites must be encoded in the
cards, bear in mind the SALTO STANDARD SAM CODES cannot be
included in the sectors.

When more than a Salto site is going to use the same card, bear
in mind that the at least one of the last 4 sectors of the card must be
assigned to each site, being 4 the maximum number of sites to be
included in the card.

The example below shows a possible sectors combination in
colors. Take into account different sites might require more or less
memory than the one selected in the picture, and that the selected
sectors do not need to be one next to the other.

— |
Mitare-Destoe cants -
l i
+‘ Fdbhee e * | Cumonbep Miare Py &
INtae 1x
-4 Ley A n *
{Niwe ¥ N | 4 |
Desles Loy B ' m 1 |
_4::1.- F.h' X 1n 190
Chimn e | Jorspok oy M om 3 "M
[Ty im 28
6l 28
fey8 ’ -3
7 2
8 M K] A
MAD by 3 &
10 xn
" am
12 XN I3
Enabie MAD reverved tecton 13 =H u
L] £ |
15 ki |
Asingred movoy
0
B Save ok

Auditor

e If you select the AUDITOR option in the pop-up menu
TOOLS, a window like the following will be shown. Here, all
the operations made by every operator will appear in
chronological order. You can choose to view the list in order
of operators, operations, etc...

e If you want to have a print out of all of this information, just
press the button PRINT. Make sure a printer is on line with
your computer.

e If you want to clear this window, to get more available
memory space, just press the PURGE button.
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Loged

On line

This tag shows the information about which computer is the
communication master for online devices (On line wall readers and up
daters). If we are working in a Local Area Network, with several work
stations against the same data base, only one of these workstations can
be the peripheral manager.

The ONLINE PERIPHERAL MANAGER field shows the name for
this computer in the LAN.

The check box THIS MACHINE IS THE ON LINE PERIPHERAL
MANAGER only can be ticked off for 1 workstation, should be disabled
for the others workstations in the LAN.

The peripheral manager must be always running in order to permit a
good synchronization with all the on-line devices.

The following warning will be shown whenever the application is going to
be closed.

Warning

' Thiz instance is working as an online peripheral manager.
If you close it, online peripherals will be unattended.
Continue amyway?
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General | A Lock | £ Lzer ___(%,__Keys = Hotel & PFD B Automatic backup
s | adgssaries o Onine | sHP | 8 Vistos | Advanced

Online peripheral manager
[MARKETINGT

[#]Thiz machine is the online peripheral managet

Save &= Pt [+ Claose

Peripheral menu
This menu has got 2 important options:

MONITORIZATION OF ON LINE CONTROL UNITS and
PERIPHERAL LIST.

Monitoring On Line Control Units

This window will allow us to control in real time, the on line control
units status and make some special operations as setting emergency
open mode or emergency close mode.

One of the best advantages of the on line control unit is that the
black list is transmitted automatically to this door, by pressing the
UPDATE CU button (without needing to visit the door with a card just
updated- carrying the black list for the cancelled user.)

This black list will be transmitted in real time if we are working
with the communication master computer. If we are working with another
workstation, the black list can take several minutes to be transmitted to
the online control unit.
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Tick off the check box near the CU we are commanding to
activate the software buttons.

The OPEN DOOR button can be used to make a remote
door opening, if the computer we are working with is the
communication manager for peripherals.

With the OPEN DOOR button we can open remotely several
online control units at the same time (the ones selected).

forrecontrolunts £

Com  MNwe Swe Bamtty P sdden Toist 1

@ [ nanense a = Y52 168,000,241 @
3 Evegecy com I
B Evsrpercy cose I
Kd srevpency
B Uzdye U |
Show rmaaw I
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The EMERGENCY OPEN MODE can be activated if we
want the door opened for some time, no matters who is entering at
this time. This has nothing to do with the standard office mode, or
automatic opening. To finish this special working mode, just click
the END EMERGENCY button.

2

s
Com  MNae Swte Battry P sdheny Toist 1

@ & nanense Ir | =] 152 168,000,241 o Voo i I
[ 3 Eregecyom

B Everpeney coee |

Lod srergency |

Bre Updoe LU |

Shom frmaes

[ Ooes I
o Oy everii I

J3/TO07 15:13: 44 mmin am - : spwwad (ouline
» 30/0%/2003 L6:16:0C MAIR enTrance winin Jtarc offtce made (cmlize)

After clicking the END EMERGENCY button, the door will go
back to its normal operation.

The EMERGENCY CLOSED MODE can be used if we want to
maintain the door closed to any user or guest (no matters they are
allowed users) for some time. As we have done with the EMERGENCY
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OPEN before, this EMERGENCY CLOSE MODE finishes by clicking the
END EMERGENCY button.

x
Com N State Bates P addeis Toiw 1
0 [ nsemenme | ] = 132 162000247
# Ogen coo

> Do I
w Dwar wywrs I

503048 madts end bance S Dewe apene wlines
007 15:16:0¢0 main emtoance adain Stazt office aode (caline)
2 L5-L17:20 maln ssLvance Adetin Tod office mods |aniine!
0872 FOI0 4L matm entian Paden Pk Daue spenod (hay
* J0/0%/2Z007 15:11:00 main smcrance adain Stazt of forced clortng fcolinme

.l | &

In the image on top, we can see how 1 allowed user may enter
the door. But then, after setting the EMERGENCY CLOSED MODE (3
minutes later) Pedro Rubio is no longer able to enter, because of the
emergency closed mode (Image below).

Drddew contvol st s — ‘!‘
Com N State Batesy P addmis Toig 1
L] F] nseonone o 132162000247
# Ozen coo

(> Dewm l

w Dot wywrs
5110004 aeits s ance sdmin Dost spenad Comline
15:16: D4 maln ermraece aduin Start office mods (omlize)
15007000 maln ersyace adain Ind office made lculine
' AL waln A rence Dote spewed
15:3L:00 main srsrence aduin Start ot forced cliosing (omlirm)
L 0d aaln ennxMece Padro Bubzo Opening not allowed: 4050 3% eEMFgOnTy SEACe
L 2]

e The UPDATE CU button can be used to transmit information
to the control unit, when we have made a change in the data
base, which implies this control unit to be updated.
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The SHOW FIRMWARE button can be used to see the
firmware version for this control unit.

Owdine costtrol unils linmmare updates = x|
Have Ethamet Veunn & Versor
¥ ran e = 0001 .00 000G 0400

1P adBess
192 168 000 241

Faavmans s ) Tedud t

A on line control unit is made from 2 elements, the Ethernet
board and the CU board. Ethernet online board is shown as
device 0001, Ethernet online SVN as 0002 and CU board is
shown as device 0003. The firmware version for these
elements has not got to be the same for both, mandatory.

Sometimes, it may be necessary to update the firmware
version, to provide the on line control unit with new features.
Salto Systems will inform the customers when this operation
is required. In order to download a new firmware in a on line
control unit , follow these steps:

Select the file where the new firmware file is kept, in your
hard disk. You can do it by clicking the little button with 3
points at the right of the FIRMWARE FILE field.
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= x|
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Sand frrsrae l [ Cloen I

In the example, the selected file has 2 numbers: the first means
the device it is used for (Ethernet board) and the second is the version
for this firmware. Now you can click the SEND FIRMWARE button to
transmit the firmware file.

W n vnetiinasioawa =leix
[T YTy v —g vy g ol
| [Co i £
\ Deows | © | New Etwret Ve w Votrem F ssem
= B reaorbance o0 0o 0o 1 00 132 553900281 u =
- |
35
1
W
i5:
R Tobad 1)
| teteves du ropewa SAL TS PR ARE \istolews_E001_0900 |
G o
=50} 0|

Pesie| | [l B 500 | Sewers | Prews [T s e | #ve. | [LSEEITEG s

This operation will take several seconds. At the end of the
transmission, you will get a confirmation message from the software, to
assure the operation has been finished successfully.

It is possible to send the firmware file to several control units at
the same time.
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Then, you can repeat the procedure with the firmware for device
0003, which is the CU control board. This firmware files will be supplied
by Salto when necessary.

Multiple Online Monitoring (only for Service)

When launching the monitoring window from the peripheral
option, the following window will appear letting know that the monitoring
module is starting the communication between the service and the
software.

The following process has been started: "Salto peripheral monitoring'

To retum to this application, please close first the launched process.
A

As you can see on the next diagram, all peripherals are on
communication with the Salto Service and the service is the one that
communicates with the data base. This way, all the Salto clients will be
able to see the monitoring window even if they are not the peripheral
manager.

RWProAccess
ForService.exe

Online
monitoring

Salto Service
RW

The monitoring window allows opening, emergency open or
close and end of the emergency for the selected online doors.
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After lockdowns areas are created, as shown below, it is possible
to emergency open and close the lockdown selected areas.

In the software for service, the monitoring window, maintenance
tab, is the only place where it is possible to initialize online peripherals.
It is also the only window where to update, address and do firmware

updates.

e
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Firmware update on encoders and PPDs

The new PPD unit (*) (see the picture) includes the possibility to
load several firmware files at the same time. The updating procedure
will be done automatically in the different devices when lower versions
are detected.

(*)PPD firmware version 1.16 or higher.

Peripheral List

This list has 2 functions: creating online devices such as online
wall readers and updaters, and assigning the IP address to these
devices. In our example, the “main entrance” wall reader is already
created, because we have created it as a door.

Ll

(5] New l X Views chatads l g Deete & Pive ] G ooee |

e The top buttons have the following functions:

e SCAN. Can be used for on line wall readers and updaters. It
will inform the operator about the communication status for
the online device. A green icon means good communication;
a red icon means that there is some problem.
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e SIGNAL: this button can only be used for updaters, not for
on line wall readers. It makes the updater to beep and blink
for a while, to locate it, if we are not sure about its physical
location.

e ADDRESS: this button can be used for on line wall readers
and up daters. After pressing the CLR button for some
seconds, (while the green led is blinking) it is necessary to
press the ADDRESS button, so the selected IP address will
be caught by the on line device. If we do not receive an error
message, it is assumed that the IP address has been
properly caught by the online device.

e Always make sure that an IP address is free and available,
when you are going to assign it to an online device.

Peripheral |_2@ |

\\l Marne Description
'Ig %

IP addiess
(000.000.000.000

Signal

Address
Peripheral type
® Ethemet encoder -

Address [FFDY

@ [¥] Bun update reader

[V] Enable heeper

a 4« > » d X | @é‘ Save || [5 Clase

We are going to create an updater in our example. This operation
can only be made if we are working with the peripheral master
computer, (TOOLS/OPTIONS/ON LINE).

Let’s click the new button in the PERIPHERAL LIST and we can
give a name to the device. Also it is necessary to write an IP address for
it, and select between ETHERNET ENCODER and ON LINE CONTROL
UNIT.
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[ Peripheral | & ]
s Mame Description
+ Updater UP-05
IP address
192.168.001.001
Signal
Address
Peripheral type .

Address [PPD]
@ Ethernet encoder

R [¥] Bun update readsr

[¥] Enable beeper

i« « > w1 o @é‘ Save | [5 Clase |

It is necessary to tick off the check box RUN UPDATE READER if
we are creating an on line updater.

If we want the updater to beep while in operation, let’s tick off the
ENABLE BEEPER check box also. Then, changes must be saved and
we can assign the IP address to this device.

The updater will be working continuously, and it will update any
staff card which is inserted, giving it a new expiration time which is the
one shown in TOOLS/OPTIONS/USER. The updater will also transmit
the black list regarding the cancelled user keys. The updater does not
update guest cards, it updates staff cards.
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[2] New
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Peripheral Initialization

It is necessary to press the CLR button in the updater circuit for 4
seconds until the green LED starts blinking, and then, we must press the
ADDRESS button in the software, and wait for some seconds.

It is also possible to address a CU located on a different LAN by
using the PPD addressing. It is only needed to download the online
doors data to the PPD and initialize the CU manually.

The PPD MUST have the FW version 01.07 or above.

Usually, when the PC sends some data to the CU, the CU
answers through the same channel where the request has come. On
some installation, the router used, re-route the CU’s answer through
another channel. In order to work with this type of router, it is possible to
set a Subnet mask and a Gateway. To do so, the following is needed,;

The “Set Subnet mask and Gateway IP” check box must be
activated.
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Options

[ Genera|-| B Lock !Q Lzer (% Feys | [ Hotell é FPFPD [

General purpose fields for locks

[T] Enable fisld 1

[7] Enable field 2

[¥] &sudit alzo shows denied access attempts

[] &illows lock erasing
[¥] Enable beep
[F] Keys with full audit fle, can open locks

|| Enable control unit IP addrezsing by PRD

[¥] Set Subnet mask and gateway IP on CUs b

On the peripheral window, fill the fields with the right Subnet
mask address and with the Gateway IP address. Once all this is done, it
is needed to use to use the PPD to initialize the CU as told just above.

Peripheral |£|
MHame Description
Onlite CU
IP address
192.168.000.240
Signal
Subnet mazk Gateway IF address
(000.000.000.000 000.000.000. 000 Address |
Peripheral type
Address [PRD]
_& Ethernet online contral unit \——|
% R update reader
Enable beeper e
Energy saving devices
Energy zaving device Com F M1 Fiz & % User

The CU and its Ethernet board must have the following version in
order to work with the Subnet mask and Gateway IP;

CU5000 board version: 02.01 or above

Ethernet SVN board version: 01.40 or above

Inhibit Master communication

In certain properties, administrators prefer, for the sake of
simplicity, centralising all the software in a unique server machine and
running them remotely from workstations through a remote framework,
such as Citrix or MS Terminal Server. If this is your case, you must take
into account the following considerations:
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In order to avoid mixing-up local configuration parameters
among workstations, there should exist a separated SALTO folder per
workstation within the server machine. Each of these SALTO folders
should contain the same files as described in the “Installation” section,
that is, the SALTO executable file, the message files (*.txt) and, most
importantly, the configuration file (cnfg.ini). For example, let’'s imagine
that there are two workstations A and B from which remote sessions will
be opened to run SALTO software within a server machine. In this case,
the server machine should have got two SALTO folders (say SALTO_A
and SALTO_B) containing the SALTO files as described above. Every
Windows session opened from workstation A should be working with the
same folder SALTO_A, whereas Windows sessions from workstation B
should use folder SALTO_B.

Under Citrix or MS Terminal Server it is possible to run different
SALTO instances within the same server machine (though only one
SALTO instance per Windows session). This is not problematic by itself
except if you have declared the server machine as being the comm.
master. In this case, all the SALTO instances within the server machine
will try to work in comm. Master mode, though only one of them will
eventually be successful (normally, the one that was started first). If you
need a particular instance to run as comm. master (no matter if it was
started first or last), you must use the command line parameter ‘acm’
(Allow Comm. Master): if this parameter is set to 0, then the comm.
master feature will be disabled. On the contrary, if this parameter is set
to 1 (default value), the comm. master mode will be just allowed (though
not necessarily enabled). Therefore, the SALTO instance that you want
to work as comm. master should have got “/acm=1" in the command line
and the rest of the instances “/acm=0" (see picture below).

C\\RWProAccessSQL.exe /acm=0 <- This disables comm. master mode
C\\RWProAccessSQL.exe /acm=1 <- This allows comm. master mode

In summary, note that two conditions are required for a given
SALTO instance to work in comm. master mode: firstly, it must be
running in the machine declared as the comm. master; secondly, the
‘acm’ command line parameter, if exists, must be different from 0
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Server machine (with Citrix or MS Terminal Server)

Remote session: Remote session:
workstation A workstation B
i
1
1
1
i
i §
: SALTO application i i SALTO application
i RWProAcs2ssSQL .exe/acm=1 e 1 RWProAccessSQL.exslacm=9
i i 1
t Vi i ‘
i / i |
.

/

Comm. master

Workstaticn A Workstation B

Encoder and PPD firmware update

Note: This software option is exclusively limited to the
E6000, E7000, EH and E9000 and just to edit cards belonging to
system never used by SALTO.

The software permits you to update the key encoder.

To update the encoder's firmware you need to go to menu:
TOOLS/CONFIGURATION/LOCAL OPTIONS. And click on” Show
Firmware”

Next, a screen will appear (Fig.1) This screen will show you all
the encoders that are available in our system.

Select the encoder or the encoders that you want to update.
Choose the root where the firmware update is located in our hard
disc, clicking on the button with three points (...) located close to the

firmware file field.

To transfer the update to the encoder, click on “Send Firmware”
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Nortwe Daectstn IP
v @& Edor sooe ocal

Fichato de fimwaie Tot 1
C Mrchvos de progearma’SALTO \HAMS FIRMWARE \zatofrmes_0001_0110te ]
Ervny limmae = Core

Update the readers:

Important: Please check the reference and lot number of the
escutcheon and contact Salto to see if is able to be updated. The E6000,
E7000, EH and E9000 could be updated.

The software includes an option to update the readers depending
on its technology and manufacturing date. To do this, we will need a
special PPD which will be provided for this sort of installations.

When we will click on the PPD icon a special window to configure
it the PPD will pop up.

We will need to load those files to the PPD and next, it will
necessary to update the readers.

Load firmware files

Firmware loader status
Yersion 00.80

Serial number 1.000.0053
Fact. date 09/03/2005

Battery high
Language English
temory (kb) 128

Selected firmware files:

o — !
\'C:\Documen!s and Settingshluis\E scritorio\Firmwarehsaltofimw_0008_0243 txt \Q [ Reset files ]
[ add | [ Deete | [ D ]
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Roll-Call:

This option allows to know how many and which users are in a
“Roll-Call” area in every moment. The information on “Roll-Call” areas is
automatically updated every minute.

This option is enabled in the menu: TOOLS/ CONFIGURATION/
GENERAL OPTIONS/ ADVANCE/ ROLL-CALL

How to create a Roll-Call area:

In order to create a Roll-Call area we have to go to the menu:
DATA/ ROLL-CALL AREA.

Roll-call area @
Dot gaving et o Hes s
Readen
Narm
1|
Descegpir
" )
S S | &b Pre (% Clogw |
(Fig 2)

For each Roll-Call area we have to define the online readers that
give access to that area. To do this we press the +/- button and a
selection screen will appear where for each online door we can find the
two readers (#1y #2).
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f-:,.:’ e tand : 'x@

Dooes grrg acoees (o thes aran
Flmathery
Descrionod | Nonsciecied tems | %] | Seectedaens
| Loborotory (81 = | Door Al 1)
| Do A2(%1) &1 | Door b2 182
: Dox A3 (#1)
| Labeantony (53] &|
| Door Al 82
o002 &)
J_Dl ] X Carcel
= ]
> o o* 7 3 | & P ‘ > Cliee

We have to choose which of the two readers is the entrance to
the area reader and pass it to the other side in the selection window.

Note: Once we have created all the areas that we want to control
we have to create one area more.

Extra Area:

This area will be the reference where we will find thye users when
they are not in any of the first created Roll-Call areas. In this software
feature there is a very important concept: “Users do not exit an area but
enter another one”. If we don’t create this area, the software will not be
able to interpretate the exit of an area unless this exit is the entry to
another area.

In order to create this area we have to select all the online WR

that give exit to the previous Roll-Call areas and are not entrance to an
already defined area.

Example:
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A: Area roll call
#: On line wall readers
D: Doors

In the example we have defined the different Roll-Call areas that
we want to control (A1, A2, A3)

Al: entrance readers: D2 (#1), D3 (#1)
A2: entrance readers: D3 (#2), D4 (#1)
A3: entrance readers: D1 (#2)

Once we have defined this Roll-Call area is necessary to create a
new area AO. This area will show us How many and What Users are not
in this areas (Al, A2, and A3)

A0 will have the following configuration:

AO: entrance readers: D1(#1), D2 (#2), D4 (#2)

Monitoring of Roll-Call areas

To access to the information that the Roll-Call areas provide to us
we have to go to the menu PERIPHERALS/ ROLL-CALL.

The Roll Call window will show the number of users and visitors
in each of the defined Roll Call Areas, including their names and the
time and date they went into that area.
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) Reteuh l

Farare e & e 3 Cloge
(Fig. 2)

As can be seen in the picture above, if a user or visitor has to be
located, it can be searched by selecting their name in the list, and
clicking in the search button. The name will be highlighted, and located.

There is an option to add o remove users manually. To do this,
we have to press the buttons of the bottom of the screen.

There is also a pop-up window with these options if we press the
right botton of the mouse.

Note: Be aware that the SALTO Roll-Call feature depends on the
physical door control installation of your building. Without such hardware
(i.e. turnstiles) it will be difficult to obtain a correct Roll-Call information
report, as people can exit and enter in access levels without presenting
their id-carriers.

Limited occupancy

This option allows creating different zones and access levels. On
the access levels we can delimit the maximum number of users. So we
will be able to create different access levels with different access
capability.

The managing of this tool has to be done through a CU50EN or
higher.

The most usual case and example for that would be a common
parking where different companies would have access. For example
company A could have a maximum capacity of 6 users and company B
8 users. On the software would be created 2 groups A and B with a
maximum of 6 and 8 users respectively. Then when the 7 user of A
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wants to entrance he will have to wait until one of those A users leaves
the parking.

To configure that option we have to go Tools/General
options/Advance and enable the Limited occupancy option.

Then on data we will see the limited occupancy available. The
first thing that has to be done will be to create a new group:

Limited occupancy group

Linited occupancy group
g Uszers

Mame E Mike Danavan
[F\‘- | £ Peter Cushing
Description £ John Mackey
i [ £ Tonny Curtiz
b aximun allowed users
[ 3
IR

4

On that window has to be created the Group name, the maximum
users allowed, the users who belong to the group and the area which
the group has access.

After that we can create the zone:
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B Limited occupancy area @

Groups accesing this area
4 Name
9 %Palking @ Groups #
Description = ) 3
£
Q Pe
Doors giving access to this area &£ -
u- A
oors €0 B 10
Parking door
| - 2
4 < » >+ X E’é Save =] [ [ Close ]

In the same way it has to be specified the on line door which

delimits the zone and the access levels which can access to the area.

Something important to keep in mind is that all the users who

belong to each of those access levels and have access to the parking
need to have access to the online door which delimit the area. In this
example each of the user would need access to the Parking door

(online)
Going back to the example if Mike Donovan, Peter Cushing and

John Mackey have already inside the parking Tony Curtis would have to

wait until one of those 3 leave the area.

Language. Language change.

As default language, Salto RW software for access control has

English, although you may modify it clicking on the LANGUAGES key from
the front desk main menu, and choosing another amongst those in the list.

Log-out. Change operator.
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When the administrator wants to make use of the access control
application, he has only to click on the LOG OUT key from the front desk
menu to get the login window again.

X
Ilzer name:
|
Paszwiord:
W OF x Cancel |
Figure 81

The administrator can then type in their password (if it was set on
the TOOLS/OPERATORS AND PERMISSIONS option), and click on the
OK button to enter the program with administrator privileges.

PPD connection. Portable programmer.

You may need to connect PPD to your computer in order to carry
out an emergency opening, for example. This may be necessary if a
door electronic lock runs out of battery.

To perform an emergency opening, follow the steps explained
below. Then, click on the PPD menu option from the front desk main
menu (Ensure that the PPD is connected to your computer serial port)
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X Producien | A vl l
X Tudy F Upcddeoaned Save 50 PPD ondee
Z Genvws Sioee ¥ Updas epumed
PPO slah
Vesson 100
Gond rarvber 1.000 (076
Fact dete 25042000
sy i (D)
Legusgs Engich
Noreoy B2y 128
0 120
0%
Chargs lngusye
Acasra to da Selnct doery
] Sedact ol | & Dowrband |
I~ troision bocka S mbact pardng dcers | D Cive ]
Dovsectad |
Tow &

On the lower left-hand side corner we find a box called ACTIONS

TO DO. In this box, tick off ALLOW EMERGENCY OPENING option.
Put a croos on the door from the door list you want to open in this mode,
and then, click on the DOWNLOAD button to transfer data on to the

PPD.

Data transfer will last a few seconds. When the progress bar
reaches al 100%, disconnect the PPD from the serial cable and
go to the door that requires an emergency opening.

Turn the PPD on, clicking once on the red key, and choose
EMERGENCY OPENING menu option. Use the scroll arrows
provided to browse through the menu options.

Click on the green key to validate you choice. PPD display will
prompt you this message window: CONNECT TO LOCK.

Connect PPD to the lock using a communication cable equipped
with a special card on its end. Insert this card on the slot so that
the conductors point towards chip side.

You will hear the lock engine sound, and in a few seconds, the
door will be ready to be opened and the PPD display will prompt
you this message window: DOOR OPEN,

We recommend you to replace lock batteries of the newly opened

door immediately. Salto locks are equipped with 3 alkaline batteries,
LRO3 AAA, 1, 5V model.
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After battery replacement, you must update the electronic lock
with PPD, since when running out of batteries, the internal clock stops
and time zones and calendars settings are lost. In order to learn how to
perform a PPD update, refer to the PPD Smart User’s Manual that you
will find included in the RW software CD-ROM.

Audit Trail. Collecting door opening data.

It is possible to know who has opened a hotel door and at what
time, by performing an audit trail on our facilities doors. To audit a door,
follow the following procedure (only if it is an off line door):

e Take PPD and go to the door to be audited. Turn PPD on
clicking once on the red key and browse the COLLECT
OPENINGS menu option.

e Press the green key to validate the choice, and PPD will
prompt you a CONNECT TO LOCK message.

e Connect PPD to lock using a communication cable which
ends on a special card and you will see data transfer in
progress.

e Go back to the computer and connect the PPD to the serial
port.

e If you get the CONNECT TO LOCK message on PPD
display, press the red key to upgrade one menu level. If you
fail to do so, you will not be able to communicate with your
computer.

e Click on the AUDIT TRAIL option from the front desk menu.
A window like the one below will be displayed:
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Now, click on the CONNECT PPD button in the application active
window. The data collected with PPD will be shown in the window.
SORT BY button may help you to view data according to the most
convenient criterion, by date, by user, by door, etc.

"~ TV V0 W0 VO WA T R VD W T T A0 WA I O R TR I O O]
YT I

Drade Metng
Last 2 dons
Last 7 das
Last & wouks
Last 3 xonis
Last & yords
& L 12 mordte

Fron To

171272007 17122008

Aavenced emg

Fiead
@ Convest PFO
Expoe
& Pt
B e

> Com

Picture 79

The FILTER box allows you to view the audit trail regarding only
to a particular user, door, operator ... You will have to select the user,
door, operator... particular item in the field SAME AS.

In RED, are shown the denied openings, by users that don’t have

access to the door or guest that don’'t have Access to a room.
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PURGE: It is highly recommended to make audit trail purges at
least once a month. When the audit trail is not too full, all the
communications with online units are faster and lighter, i.e.
communication with Control Units, upload and download of PPD
contain, and moreover, the search for audits is also faster.

For the purge, press the Purge button shown in Picture 79, and a
window like the one shown below will appear.

< 17112/2007 )_v

Purged events will be first exported to & file.
Flease, specify the name of the file to store purged events,

| Eile——
< CASALTONHAMS SOLNAUT rail_2008_12_17.kat

Folder

© @) HAMS SOL =
. @ ROM

R PRO-ACCESS

Fw PRO-ACCESS SOL

] | SALTO_USE

g SALTO_USB.zip

TEMP

Wirtual M achines
] Windoves
=" RECOWERY [D:]
g Unidad de DWD R (E:]
— PAGEFILE [F]

E{ Jozué Salta
I Mero Scout

| Panel de contral -

m

l o Ok I | X Cancel |

e All events previous to the date indicated in the “Purge
events before” field will purged.

e On “File” and “Folder” fields, it is possible to select where
the TXT created file will have to be kept

e If you want to turn the text in this window into a text file, just
press the EXPORT button and you will be able to choose
the folder to where you want to save this file.

¢ If you want to have all this information printed on paper, just
press the PRINT button and you will have the AUDIT TRAIL
printed out. Make sure a printer is connected to your
computer.

e It is recommended, from time to time, to purge the AUDIT
TRAIL window because the audit trail data will increasingly
occupy more computer memory. In order to do this, just
press the PURGE button.
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New filter

To make and save special filters we have to press the “Advanced

Filtering” button in the Audit Trail window. Once we press this button we
will find the following window (Fig. 1)

Perzonalized configuration =
Marne : | i EI% @
[escription ; |
Whio Where What
= 8 Uzers = W Doors = ¥ Operations
Ary sser Ary deer Ang openation
= 5 Operators = El Zones ‘- ¥ Operations groups
o Are apensfor o A s
= €% Groups
Ang group
Diate Period Day of week Time period
Last 12 manths [28/07./2004 - 28/07/2005] A day 0000 - 23:59
%]
W Ok Clear ] l X Cancel
(Fig 1)

This filter allows to filter the events by Who (user, operator and or access level)

has done the event, Where (Door, Zone) it has been done. What operation or kind
of operation has done and When has the operation been done.

Create a new filter

We have to select who we want to filter. To do this, we have to

press the button in the botton of the “Who” window. We will see the
following window (Fig. 2):
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Selection dialog

Users 'I:I peratars :__Erl:uups___ ‘[}g‘ .
MHon-zelected items @ Selected items
Mz Una Hughes ~ kdr Paul Eillzellp(test]
Lucy Dawling bt E mmet O alley(test)
bdary Coztello kAr Paul Killelly
W
Jacky Jones bz b ary Owens
Fiona Falve Liza McGeshan
-lrl .
Tom Geaney Evelyn Fanning
acy 0'Donnel Pat Glawvey
Tom O'Grady
Sally Ruane
Fay Dooley
kdary Flunn
kdary Flakherty
b arie 0'Connar -
7E4 7
[ & Ok ] [ X Cancel
(Fig. 2)

We have to select the users that we want to filter, in the same
way we will select the operators and access levels of users that we want
to filter.

Note: If we want all the Users, Operators, Access levels to be
shown we will leave in the right side f the window any user, any operator
and any access level.

The next selection window is Where. This window allows us to
select the Doors and Zones that we want to Filter. We will press again

the button to select the Doors and Zones that we want to filter.(Fig.
3)
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Selection dialog

Doors : EDHESE

MHon-zelected items
A e
Annes_Stairs]
Annes_Stairs?
Annes_Staire3
Annes_Staired
Annes_Stairsh
Annes_Stairsh
B.D.M Front Door
Annex Canteen
B.D . Corridor D oor
Shantalla H.C Entrance
Pozt Room Annes
Canteen H [

{ LT o T Yy EP i '

42 3

Selected items

Annex Main Entrance
Annex Right Entrance
Annes Left Entrance

[

&) (2] @] (=] &

| W Ok | [ X Cancel

(Fig 3)

In the same way we will include the Zones that we would like to
filter.

Note: If we want to show the events in all Doors or Zones we
will select the option “Any door” or “any zone”

The filter also permits to select the operation or access level of

operations that we want to Filter. To do this we will press button and

we will select the oeration or Access level of operations that we will want
to filter. (Fig 4)
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Selection dialog

| Dpe[atignsl Operations groups

Maon-selected items Selected items

LOCK STATE CHAMGE OPEMMINGS

MAINTE NANCE DISCARDS

LOW BATTERY EVENTS

OPERATORS OPERATIONS @

4 2

[ & Ok ] [ X Cancel

(Fig. 4)

Note: If we want to see all the operations that these users have
made we will select “any operation”

Finally we can select the dates of our filter. To do this we will
press the button and we will see the following window (Fig 5):

Select period E|
Date period
(%) Last ' days
~ Edays

Q_U | ) wesks
o ) months

) Specific date period

Tinne interyal
Frar : To:
| 00:00 £ |2389 =
Day of week :
g.f-\n_l,l day ~ |

[. o Ok ] ’ X Cancel ]
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(Fig. 5)

This window allows us select the filter period: selecting the last
days, weeks or months or from other side select the period between 2
dates (by activating the option “Use specific period time” as well as the
day or days of the week that we want to filter. (Fig. 6).

Select period gj

[rate period
) Last %' daps

(%) Specific date perind
Frorm : To:

1002005 v | 100172005 |

Time interval
Fram : To:
| 0000 5 (2359 =

Day of week

;.-’-'my day v|

[ o Ok l I x Cancel

(Fig. 6)

Once we have made all the selections we will see them in the following window
(Fig 7).
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Dezcrpton
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Evebn Farewryg Arews Lall Erlyaren - P Dpetaroes gowps
Liea McGeshar Anrwex Man Ertirce DISCRRDS
M1 Emmet O M abeg{ient) Anres Aght Emvance OFENNINGS
M1 Pad Kikely Wl Zores
MiPad K ebiies!] Any rone
Ms Mary Owens
Pa Glavey <
o = =
wWher a7
[ Pesod Day of meek Time percd
Lat 12 months [28207/2004 - 26/007/2005) Sy day 000 - 2358
10AD F2005 - 1000122005 Sy day 000G - 2359
@&
' Ok Clear { X Cancel
(Fig. 7)

' 0K |

To see the results of the filters we press the [
button.

The selected filter can be exported to a txt. and xls. File by
pressing the export option.

Save the filter:

The software allows to save these filters for future times. To do

. B .
this we have to press button. We have to fill the name and
description of the filter.

Card Template List (only for Service).

The SALTO Software allows creating different templates to print the
users’ cards with them. These templates can include pictures and text, and can
be created by using the Card Template List option in the Tools menu, as can be
seen in the picture below.
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The option will run a separate application that will run over the SALTO
Service, and will take the users’ information from the active database.

In order to create a cards template, click on the New button and select
if the design is going to be Horizontal or Vertical.

-
[ Card template list

= B3 =
m | =+ Open .- X Delete
-

Name

\

New

Template orientation:

(@) Horizontal

(0 Vertical

\

v,

Once the orientation is selected, the rest of the options to design the
card will appear, as well as the standard options related to this tool.

[ 5o s s - B e W T
| o iy )
rcoe)
A tm
L

Wy shoee

| e

In the left hand column, some tools to add elements to the card
template can be selected:
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TEXT:

This option allows defining the typical text characteristics, like Color,
Font, Location and Size.

Apart from this option, the Text can be defined to be a Constant Text,
or can be a Dynamic Text.

A Constant text is a fixed text that does not change.

A Dynamic text is a text field that changes depending on the set up,
and that lays on the information contained in the SALTO database.

As can be seen in the left picture below, when the Data Type is set up
to Constant, the Text can be defined in the TEXT option below (highlighted in
blue).

In the other hand, when the Data type is set up to Dynamic, the Data
Field option is activated, and different data information belonging to the users in
the installation can be included, like First Name, Last Name, User ID, External
ID, Activation / Expiration Date, and General Purpose Fields. See picture on the
right below.

Properties R Properties E

Alingment TopLeft Alingment Topdeft '
Back Colar [] o, 255, 255, 255 Back Color [] o, 255, 255, 255 ‘
Data Field (none) e
| Data Type Constant | Data Type Diyriami
B Font Microsoft Sans Serif, 12 Bl Font Microsoft Sans Serif, 12 |[Last name
Bold True Bold True User ID
FontFamily Microsoft Sans Serif FontFamily Microsoft Sans Serif External ID
Ttalic False Ttalic False Activation date
Size 12 Size 12 Expiration date
Underline False Underline False Current.date
£ Water Liters
Bl Location 24,99 R et ZarEt Electridty Consumption
X 24 b 24
¥ 93 ¥ 22
Bl Size 167, 32 B Size 160, 23
Height 32 Height 23
width 167 Width 160
Uriversity of Donostia Text University of Donosti
Text Color I o0 255 Text Color I o.0.0
IMAGE:

Images can be imported into the card design by using this option. As
well as in the Text, images could be Constant or Dynamic.

In case Constant is selected, an image to be included in all the cards
could be loaded into the template, just by clicking in the three dots button on the
right of the Image option.

Properties n

Back Color (] Transparent
Data Field Photo
[Firstname] [Last name] Data Type Constant
) o )
Image Mode Zoom
) X . E Location 225, 99
University of Donostia X 995
Y 99
& Size 100, 100
[User 1D] Height 100
Width 100
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Pictures can be located in the Front or Back plane of the card, just by
clicking with the right button over the picture, and selecting the appropriate
option. Other available options are Cut, Copy, Paste or Delete.

Dynamic option allows including the picture already loaded in the User
set up window, in the SALTO Software.

r

-

[Firstname] [Last name]

Back Color [ ] Transparent

P— & Data Field Photo

University of Donostia v ﬁ Data Type Dynamic
Image L] (none)
A = Y Image Mode Foom
f i

[User D] “ = Location 226, 99

& o o Size 100, 100

SHAPE:

Shapes can be also included in the card design. Rectangles and
Ellipse could be added, specifying the back and line colors, as well as the width

of the line.
Back Color B Red
r Line Color Il 5=
" - Line Width 1
[Firstname] [Last name] ps 5 Location 24, 127
X 24
¥ 127
A 2 B size 167, 13
University of Donostia m Height 3
e Width 167
~ e [
[User 1D] ‘ Ellipse
LINE:

Lines can be added to the design, in different positions: Horizontal,
Vertical, Slant and Backslant. Colors and width can also be defined, as can be
seen in the pictures below.

. . Back Color [_] Transparent
1 m Harizontal
) [First name] [Las;l name] Ag . Line Color Horizontal
c Line Width Vertical
’ : : El Location Slant
University of Donostia ﬁ X BlackSlant
jie————1 ¥ a1

Width 332

e = Size 332, 23
(User 1D] b Height 3
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In case the card is meant to have information in both sides, just by
clicking in the Front tab with the right button of the mouse, a new tab for the
Back design will appear:

[—g Card template design - Pmebg
Sl

Twm ' Front | _Back
- Add back side .
A T A Tavk

Tools to be used and options for this design would be the same as for
the Front side. Please check the explanations above to complete it.

Once the complete design has been done, it has to be saved.

The upper left side of the window contains the general options to
manage the different card designs: New, Open, Save, Save As, Print, Grid, and
Size (of the Grid).

@ Card template design = S S ‘

S e s

U The New option allows creating new card templates.

D The Open option allows selecting any of the already created
templates, so they can be modified:

Pruebas
S Design

The Save option allows saving the designs that are finished.

]:_A {
L}Tll Save As options allows saving the designs with different
names, in case it is necessary to sue a design base for different card designs.

Cf‘l:) Card designs can be printed into any card printer with the
correct drivers related to the Pc’s Operating System.

\ ﬁ T EEE
l_l =i A Grid can be added to the card design at the time of
designing, so there are reference lines to properly locate the different elements.
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The size of this Grid could be changed, so the squares are bigger or
smaller.

[Firstname] [Lastname] A‘

University of Donostia Mot a
)

N

[User ID] \a
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9. Department data base configuration

(This option is available on PA Department software or highest)

This document contains basic explanations about the ‘department
operator' feature. The main goal of this feature is to provide tools for
managing independent departments within the same installation and for
sharing common access control elements (doors, users, ...) among
departments.

Some concepts must be taken in care:

Internal element: An element of the same department as the
operator’s.

External element: An element of another department, shared with
the operator’s department.

Activate departments feature

The first thing that the software administrator should do after
creating the DB, is to create the departments planning, that is, decide
how many departments there will be in the installation, which doors,
users... will belong to each department...Once the department
configuration is set up, the departments administrators are free to start
working on their own department configuration as if it was an
independent installation, creating their elements(users, doors, zones...)
and sharing them as their own.

To make the application work on department mode, this option
must be activated. So go to “Tools—> Configuration> General options”,
an activate the advanced option “IS_ DEPARTMENTAL” (see figure 1).
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Options

| Genero | L Look| @ User| R, [<gus| @ PPD| B Audius| o, Onine | Deparment | 8 Vistrs | Advanced |

To be used by advanced operators only

Advanced parameters

Available parameters

| PATCH_FIRMWARE_0.91

| SYN_TIMEOUT
|1S_DEPARTMENTAL

|USE_PRIVILEGES

| FREE_ASSIGNMENT_LOCKER

IROLL_CALL

(AUTO_LOGOFF_TIMEOUT

|KEY_ISSUING

#hakes application works on
department mode

Save [5 Close ]

& rinl

Figure 1: Advanced option to activate department feature.

How to create departments

After activating departments feature, it is possible to create new
departments on “Tools—>Operators and permissions—>Departments”,
where it is possible to see a list of existing departments, create new
departments, remove departments, change departments profiles...
Departments can only be created and removed by the super-admin. An
administrator of a department, can make changes in his department
profile, and can change elements from his department to other
departments. After creating a new department, an operator group (2 if
the software is PA) is created, called “DepartmentName_Administrator”,
and an operator called “DepartmentName_admin” without password.
(See figure 2). These operator groups and operators, can not be
deleted, unless the department is deleted, by the super-admin. The
administrator of each department, can also create new, modify or delete
operator groups and operators for their department.

The super-admin, is also the only one allowed to allow other
departments insert external doors into their internal zones.
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Department

X]

nternal elements wE stemal elements D perations |

B |1 Duur.s:_giﬂ.__ Zu:unes:_;: ﬁ

sergoups | & 4 ¢

i ‘ g Uszers Madifiable

D'escription = ) User A

i | | General Mo

i - B Userh? . )

[] Can insert external doors into intemal zones? User A3 Cperations allovwed tothis
e g User depatmert's operator groups

L e Elemernts belonging ta this

department, and with wich

Operatar groups departments are shared.
[El.-'l'«_a'l'«dmiﬁi:stratnr

External elements shared by
08 Hotel front desk

ather departments to this one

[EEE 3

M 4 o M b S ‘ &4 Frint ‘ [+ Close ‘

Figure 2: Screenshot of a department profile.

There are 3 main concepts in department profile (see figure 2):

Internal elements: Here it is possible to see department internal
elements, and with which department they are being shared and in
which way (Modifiable or assignable).

External elements: Here it is possible to see department’s
external elements, that is, elements of other departments that operators
of this department can modify or assign depending on the way they are
shared (Modifiable or assignable).

Operations: Here it is possible to specify which operations is
allowed to do the administrator of this department.

Internal elements
Here it is possible to see internal elements of the department,

and which elements are being shared with which departments and in
which way (Modifiable or assignable). It is possible to modify an
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element’s owner. An element is added to a department, every time an
operator of that department creates a new one. To move an element
from one department to another, go to the profile of the destination
department, select the ‘internal elements’ tab and then click on +/-
button. A new window will appear as shown in figure 3. In the right side
of the screen, there are the elements belonging to current department,
and in the left side of the screen, the elements of the department from
which elements can be moved. So if we want to make an element
belong to a department, first select the department from which the
element is to be moved, and then move it with the arrows. For example,
to make that User A from Dpt A belong to Dpt B, go to Dpt B profile,
select internal elements and then click on +/- button. Then, in the right
combo box, select Dpt A, and from the list below move User A. That will
cause User A to belong to Dpt B. The super-admin, can select elements
from any department, but a department administrator, can only select
elements from his department.

| Internal elements | External elements | Operations |

| rm—
| & Users | B Doors | M Zones | £ User groups | 5 ¢+
Mame
Description
I'_"""" DA,
[ Caninsert exts MNon-zelected items "ul J Selected itemz
zer bzer &
Operator groups] \ & User A2
ZEE Current departments
Operatar groug Department to mave EJ Haer & elements
elements from 7
DA Adminizts A
= Selected department's r
D&_Hatel fron ok Moved elements
Shares elements to ghanges ;Eleaittgg shered
cther departments e 2l
2 4
| o Ok \1\ X Cbeel |
Moves elements from one | i |
department to current one \{ +.F-] 3
Il ch—

4 A = o e A G ‘

L3

&5 Prirt ‘

[+ Cloze

Figure 3: Screenshot of an element department change window.
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When moving elements from one department to another it is
necessary to consider certain aspects: either the access rights list of the
moved elements must be updated accordingly or new sharing relations
must be set up for keeping department integrity. For example, consider
a door A in dpt A being accessed by a user B from dpt B. If door A is
moved to Dpt C, then if user A is not shared with Dpt C, or if not Door A
is shared with Dpt B, User B will not be allowed to access it, so there are
2 options; remove that access or set up a relation with assignable attrib,
between Door A and Dpt B. So when there is the need of moving
elements from one department to another, try moving all the elements
that must be moved at the same time before saving, in order not to
create unnecessary relations, or not to remove needed accesses
relations. The software will ask every time elements are moved between
departments what to do in this case (create new relations, or remove
accesses relations).

Share elements

It is possible to share users automatically between all the
departments by clicking the corresponding option from “general options”.
This sharing can be defined in two different ways, Modifiable and

Assignable:

:_General I a ankﬂ_mﬁ Use[_:l_%_ Keys_" é F'F'D___ ,f, Elnlinelé Department | £z visitars i Qﬁ_llssuing i .t’-'«dvanced"

Show other departments access rights on external elements

Users are autarnatically shared with every department

|  Modifiable w
e u:lmzt.lw e

o Modifiable
Both types of information, user options and user access can be

modified.

o Assignable
Only the user access will be modifiable
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Department E

Internal elements | External elements | Operations |

| £ Users Iﬂ_ Doors | @A Zones | £ Usergoups | 3 ¢ #

|
| ‘ € Ues Modifiable
Description = & Uszer Al
i | - General ‘'es
. = 8 Usera2
. o 5 :
[ Caningert external doors into intemal zones’ : Eangs Mo
i~ Operatar groups i i DB _ Mo
[+ 8 UserA3

Uperator groups U=zer &1 iz shared with departmert
: Tt General with modiafiable sttrib

D Adrministrator

DA_Hotel front desk Uzer &2 iz shared with departments
General and B with azzignable atirib

(IS 3

O B L Gy ‘ &b Print I [ Close

Figure 4: Screenshot of a department shared elements window.

This option is the one that a department administrator must use
to share or to remove sharing internal elements to other departments.

Caution must be taken when removing the sharing of an element
with other departments since it will also imply the removal of all the
external access rights. For example, consider a door A in dpt A being
accessed by a user B from dpt B. If door A is not shared any longer,

then user A will not be allowed to access it unless User B is shared with
Dpt A.

Users automatically shared

Through this option we can share automatically all users with
every department. We can find this command on general
options/Department.

You will see the next window and just pushing the command
automatically all users will be shared with every department.
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_&x Wisitors | .-’-‘n.dvancec_l_:

Show other departments acceses on externals elements %

Uszers are automatically shared with every department

[ Deactivate autormatic sharing of users

[ &5 Print I [ ¢ Close

External elements

Here it is possible to see current department’s external elements,
that is, elements of other departments that operators of this department
can modify or assign depending on the way they are shared (Modifiable
or assignable)(see figure 5). To add external elements to current
department, click on +/- button, and select the external elements that
want to be added or removed. To change the modifiable attrib, select
the element, and click on ‘?’ button, and select the corresponding attrib
value. These operations can only be done by Super-admin, other
departments administrators, can only remove external elements, but
never can add external elements, neither change modifiable attrib.
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_I tems allowe!:Ilfor this department

£ Users a Doors | Ml Zones | €8 Usergoups | 2 ¢ F |

g Uszerz Modifiable

Marne (] )
| Department B (1153 Usgeral Tes
2 TR User &2 Mo
Dieszcription I
Operator groups that belongs to thiz departrnent
Operator groups External Uzer A1, can be modified and
azsigned by Department B operators
Department B_Adminiztrator
Department B_Haotel front desk

External Uzer A2, can be azsigned
but not modified, by Department B
operators

Changes modifiakble attrib to
selected element.
Addfdelete external elements
o current department

ra

2 Owin elements | Shared elements | Exbernal elemerts

4 4 = F | &h Frint ‘ [+ Closs

Figure 5: Screenshot of a department external elements window.

Operations

Here it is possible to specify which operations is allowed to do the
administrator of the department, and this department’s operator groups.
The way to do that, is the same as in operator groups.

Operator Groups

The way to create operator groups has not change, but there are
some new issues on them (see figure 6). Permissions are now
decomposed into more detailed ones, for example, now it is possible to
specify if an operator can make changes in doors, users... if he can add
or delete doors, users... if he can assign and cancel users keys... An
operator group, can never have more permissions than his departments
administrator. That is, if a department administrator has no permission
for modifying doors, the operator groups of that department, will neither
had permission for modifying them. Also it is possible to specify the
privilege level of each operator. So if an operator group have low
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privilege level, its operators would not be able to make changes in
medium or high level elements, even if they have got the modify element
attrib activate, neither assign them. In order to use privilege levels, it is
necessary to activate it in the configuration window, in the advanced
options tab.

So far, for a non departmental application, there was no
restriction for downloading any door onto the PPD for initialization,
updating or emergency opening.

Now with the departmental feature, such restriction exists: an
operator is allowed to download only doors belonging to his department.
Even the emergency opening option in the PPD is valid only for the
department’s doors. (Provided that the PPD firmware version is “1.01" or
higher).

However, sometimes it is desirable not to have such restriction
(e.g., maintenance operator group). By removing the tick in the
“Manages all doors with PPD” checkbox, it is possible for an operator to
download any door (even other department’s doors) onto the PPD

. -: Operations allowed to this group
;‘;@
- Operations

Nfame — = FILE -~
Hatel front desk. 1

Import....
Description Expart
Hotel front dezk. group DATA E

Hatel interface = W Edit doors
Frivilege level Wiew
Loy b - b odify
Department Add and delete
General |Z| - £ Edit staff user
i i Wiew
M odify
Add/remove banning
Add and delete
Operatars Assign and cancel keys
= €% Edit staff group
Wiew
odity
Add and delete
= Edit zane
Wiew
I odify
Add and delete
- @g Edit imezone

Wi

hatel

1

4 > M o+ X | @E"‘ Save || &P Print || [5+ Close |

Figure 6. Example of an operator group profile. It can be
appreciated, how permissions are decomposed into more detailed
ones, and how it can be specified the privilege level and the way to
work with PPD.
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How to work with external elements

In order to explain how to work with external elements, the
explanation is going to be based on Users and zones, but this could be
applied to the rest of elements of the application, that is, Access levels,

doors, outputs, rooms...

When an operator accesses an element window, he can see 2
kinds of elements; internal elements and external elements that are
shown in a different color (see figure 7). The operator can not delete the
external elements (unless the operator is super-admin), he can modify
the profile and its accesses, if it is shared with the modifiable attrib, or
only change its accesses if is shared with the assignable attrib.

User list
Sort Search «
ﬁ A 2L éFirst niarme v | | ﬂ
% _ i '
Key status1 F.ey expiration Last update date lName |Group ]Department Calendar |foice L
Uszer B1 Departrnert B Calendarl F
Calendar] Wl

Internal elements
External element=s

e
E

< 3
F.ey assighment

Mote: uze Chrl + Mouzse |eft buttan ar Shift + arraw keps to select items ta be printed or deleted
% Bzzign key

Mew ‘ [@, Wiew details ‘ E Delete ‘ &) Frint | [ Close | . Cancel ke I

Figure 7: Example of a user list window. It can be appreciated external elements in a different color.

When the time comes for an operator to edit and modify a profile
of a given element, he might find some restrictions due to different
reasons such as: the element is external, the required privilege level is
too high, the external element is not shared with the modifiable attrib,
operator has no permission for performing modifications...

In order for an operator to know whether the profile can be edited
or modified and to which extent, a helpful icon is shown with the
following meaning:
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- No padlock: The operator has most control on that user if is an
internal user (he can not modify external accesses timezones if user is
not shared for example), and the most control if is external (he can no
change users access level, and he can not remove or add external
accesses for example).

£
- Lﬂ‘ﬁ yellow: The operator can only change the accesses for
that user, that is, add or delete operators internal doors, zones...but he
can not do any change on the user profile. This occurs because the user
is shared without modifiable attrib.

- ﬁ red: The operator can not do any change on the user. That
occurs because the operator has not enough privilege level, or is not
able to make changes to users.

To modify a user accesses, there are some consideration to take
in care, depending on whether the user is internal or external.

When the user is an external one, the operator is only allowed to
add/remove internal accesses only, never external ones (see figure 8).
Also, the operator must have enough privilege level on that internal
elements. That is, even if another department’s zone has being shared
to current operator’s department, this zone could not be assigned to an
operator’s external user. And even if that zone is internal, if the operator
has not enough privilege level to modify that zone, the operator is not
going to be able to add/remove that zone. The elements accesses that
can not be added/removed or changed, will appear with a red padlock
icon.
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|Jser accesses
External zones Qi

SRS e B Zones |l Doors I_ﬁ Outputs |
@ Irternal zones
Title (First name Last name | W Zones Timezones
| [Llser.t‘-\2 | | _! ':_!;_: B o Wliigiis
MName ) Zane A1 Always
|_' iz | + El ZoneB2 Always)
Selection dialog &
Calendar [
= _ .
Mor-selected items I o Selected items J
Zone B1 ’LZnne BZ ]
o =
[ Use extended opering tim
Ovemide privacy &
Office o
ernal Zones
[]Use anti-passback ﬁ'
Audit openings in the key
Ky statug
Mo key azsighs
Walid urtil :
L | 3
1 1
o Ok | x Cancel J
W |

Figure 8: Example of an external user profile. It can be appreciated external elements in a different color
and the impossibility to add/remove external zones to an external user.

When the user is an internal one, the operator is allowed to
add/remove any access with lower or same privilege level as the
operator’s, no matter if it is internal or external one (see figure 9). Has
total control on internal users, with the only exception, that it is not
possible to change the assigned timezone to an external access, if the
external element is not shared. This case will be represented with a
yellow padlock. That is, DptA.User A accesses a Dpt B.Zone B, with a
Timezone, if DptA.user A is shared with DptB, then, the Timezone can
not be modified, because we assume that the owner of the zone has
given access to the user with the timezone he wants for that user to
access his zone, but if DptB.Zone B is shared with DptA, then the
timezone can be modified, because is the user owners who gives
access to the zone.
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Ilﬁé

i Uszer accesszes

Bl Zones A Doors| & Outputs |

Zones  f Timezones

Zohe A1 Always :l

)

Internal zones

@ Internal user

Title B8 i2=1 (1=

Name
User £2

Selection dialog

Calendar
| External zone, that can

Non-selq{cted itemns | l Selected items | b removed but not
tZaone A2 o A 5 changed its timezone
Zone B1 one BZ

[ Use extended opering ( Eone G ] ‘

Overide privacy
Office
[[JUse anti-passhack

Avdit openings in the k| Internal + external zones
~Fey statuz

Mo key assi

“Walid unhl

3
o Ok | X Cancel ‘ |

Figure 9: Example of an internal user profile. It can be appreciated external elements in a different color
and how can add/remove external + internal zones to an internal user.

4 4 p» pl

So, to add for example an internal zone, to an external user there
are 2 ways to do; Going to the profile of the external user, and adding
the access to the department’s internal zone, or going to the profile of
the internal zone, and adding the access to the external user.

For example: To add the access DptB.UserB1 — DptA.ZoneAl,
with ZoneA1 being shared to DptB, that is, ZoneA1 is DptB’s external
zone, there are 2 ways to do that; going to internal UserB1’s profile and
adding external ZoneAl, or going to external Zone Al profile, and
adding internal UserB1. And even, DptB.Operator, must have same or
higher privilege level as UserB1 and ZoneAl.

In figure 8, the external accesses of an external user are shown,
but these external accesses could be hidden, by going to
“Tools—>Configuration—>General options” and in the Department
window, unchecking the “Show other departments on externals
elements” option. This will cause to be hidden external accesses on
external elements (see figure 10).
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Options @
| Gereal | Moock | & User | RyKee | ko Hoel | @ PPD
B Auomatichackup | PMS | of Onine | Depatment | Advanced |

< [#] Show other departments acceses an EH@

Figure 10: Example of how to hide external accesses on external elements.

Audit trail

On audit trail window, an operator will see all the events occurred
in his department’s doors, and the events occurred in other
department’s doors caused by his department’s users. This last type of
events, will be shown on a different color (see figure 11).

Audit trail

Date ey
Lant 2
) Lt 7 s

=) Lot A waeh s

) Last 3 montte
J Laad & oowdie
Laat 12 ot
From To
2020 8 || 2 S
Feboad
Dlocder by

D atelvrm v

Filet
Filtes by

£

{ PO T ¥ et PR VAT T ST 2T il TR RT B

1 3 0 >
GO A 1321 46 Do A) L A Doex cprarmd [Lay Game ar
' -5 { t Mhcrend TrookT<wy v

_4""" - e - | Fis
Figure 11: Screenshot of audit trail window where it is possible to see events on internal doors, and events
on externals.

N4 132552 Do Al Usat & Doox cpenad fuey)

Note that when an operator purge the DB, only events occurred
on internal doors will be removed. So, if another department’s operator
purge the DB, all the events occurred on those doors caused by internal
users, will be also removed.

On the system auditor, an operator will only see events caused
by operators of his same department.

Programming and spare keys

Each department will only be allowed to make programming and
spare keys, only for their department’s rooms. The super admin can
make keys for any department’s room, by first selecting the department
for which the key wants to be done (see figure 12).
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Programming and spare keys E
Edited programming keys Department
# |Ediion dats | ]

-t 0
% Mew programming key J

% Copy programming key J

% Edit spare keys ]

| [+ Close I

Figure 12: Screenshot of programming and spare keys window. It can be appreciated the combo box for
selecting the department the key wants to be done.
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10.

Automatic user data synchronisation tool

Note: This feature is only available for PA Connected or higher
software.

This feature is intended for synchronising user data between two
systems, SALTO's and an external one (called master), by means of text
files. The master system is responsible for producing sync. data files
and SALTO is responsible of processing them and alter its DB
accordingly.

Basically, this feature works as follows (see the corresponding
specs document for further details): the master system produces a text
file containing a list of users. For each user in the list, the master must
specify, among other parameters, the operation to be performed on the
SALTO DB. So far, the supported operations are: 1) add a new user to
the SALTO DB; 2) modify the data attributes of an existing user; 4)
delete a user; 5) cancel a user's key. Therefore, unlike the IMPORT tool,
which just adds new elements to the SALTO DB, the synchronisation
tool is more flexible since allows users to be created, modified or
deleted.

Bear in mind that the current synchronisation tool ONLY works for
USERS; you cannot synchronises any other kind of entity (such as
doors, time zones, etc.) In the future, the synchronisation tool MIGHT
BE extended to the rest of the entities. Similarly, other types of format
MIGTH BE also supported (such as Excel) in the future.

Note also that the synchronisation process is only performed by
that SALTO instance declared as comm. master.

The software provides a wizard to guide the operator through the
setup of a synchronisation job. Basically, within this wizard, the operator
is requested to specify the type and location of sync. data files, the
significance of each column within the sync. files and the time
scheduling plan (see figures 9 to 13).

Effectively, sync. jobs may be scheduled according to a flexible
time planning: for example, as shown in figure 13, it is possible to
execute a sync. job on a regular basis (every ten minutes in every day).
Thanks to this flexible time scheduling, master systems may
synchronise their user data in an automatic way without any manual
intervention in the SALTO software.

Please refer to the corresponding specs document to learn the
user data model on which the synchronisation tool is based. Not every
user data is synchronisable: for example, in this current version, it is not
allowed to synchronise data concerning access permissions
(doors/zones and timezones).

As for the graphic interface, you may create a user
synchronisation job in two different ways, as seen in the pictures below:
either by selecting the ‘FILE\ IMPORT/EXPORT\SYNCHRONISATION’
menu option or the TOOLS\SCHEDULED JOBS’ one. Whichever option
you choose, you end up with a new sync job added to the list of
scheduled jobs, as seen in figure 8. You may modify the settings of an
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already scheduled sync job at any time by clicking on the ‘View details’
button in the job list window. By doing so, the same wizard will be
launched again for you to perform the desired changes.

RW Pro-Access Connected [DBSample]

File Data Keys Peripherals Tools Help

__\ ¢ &

i Hosearqupns:  Timed periods
Impart/Export Import...

Swnchronisation

Logouk
Expork

Change language ¥

= Exit

RW Pro-Access Connected [DBSample]

File Data Kews Peripherals | Taoks Help

Sudit .
B = |

Cperakors and permissions * L. :
D'oors £ones P R yiodz Timezones

Make backup

Compack/Repair

_ Scheduled jobs

Configuration r

Figure 7: two different options for executing a synchronisation job.
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B scheduled job tist

Sewch

Set
a el eI oo - #

|2 |Hane [lige | Last esmersers [Mest nn |Paused &

( il New Il L Vi etk ( B Debie ) [ ) R [ G Dise

( 5 -~
| 0 Paow ]

Figure 8: list of scheduled jobs.

r

A Synchronisation —_—c

Data zource type

L5 file. -

DB Table I

S A LTO Select file to import/synchionize
| C:%Usersha apalategihDesktophSyncrohE sp.tet

ST

Figure 9: data sync wizard. Specifying the type and location of data.

The Data source type can be selected, depending of the type of
file to be used in the Synchronization task. The file could be a CSV file
(*.csv, *.txt files) or a Database Table (DB Table, like SQL Server,
Oracle or ODBC Data sources tables). This last option is only for Pro
Access For Service.
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Please refer to the following documents to have more details
about the data synchronization for:

CSV files: SALTO_Data_Sync_1 9 document.
DB Tables: SALTO_User_Sync_Staging_Table_0_9 document.

Synchronisation

SALTO

File parameters

File tupe: [£NS] v
Skip rows: ||j i
Separator: | : _I Text qualifier “—|

Select entity ta impart’?

i.l-_lsers VI
< Back ” et » ]

Figure 10: data sync wizard. Specifying the CSV parameters and type of entity.
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Synchronisation

Specify the mapping between figlds in the source file and those in the SALTO
D

Er:ample

1 [Action] 3
2 | User 1D [UserExtD] .UDDD1

SA LTO 3 Firzt name [FirstH ame] Michael

¥ 4 Lazt name [LaztHame] | Grazzplace
L} i General purpose fisld 1 [GRF1] 112233
o ) ¥
¢ Back ” Mewt » l x Cancel
Figure 11: data sync wizard. Specifying the significance of columns within the CSV file.
A Synchronisation =B & ]

Scheduling

i
[T Run now

| Synchio

[¥] Schedule for later execution

< Back

[ ves ]

Frecuency type: D-aiI_I,J-Frecuenc:_l,l [days]: 'I-, Occurs every DEI;EID:D'I

|Starting at: 00:00 Ending at: 23:59. Start date: 23/11/2003 16:56:15,
SA LTO End date: Mo end date
¥

Mame of scheduled job:

Figure 12: data sync wizard. Specifying the time scheduling plan and name of the job. It is

possible to program synchronization every 1 second.
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Date/Time scheduling li |
Frecuency type [ aily
@ Daily Frecuency [days) 1 E

[raily frecuency

" Oeeurs once at: 1200
@ Occurs eveny: 1:00:00 =1 Starting at: a0:00
Ending at; 2359
Duration
Start date: 2342008 - (71 End date: 2412/2009
@ Moend date
l o Ok [ Close

Figure 13: data sync wizard. Specifying the time scheduling planning.

11. SALTO Host Interface Protocol SHIP

Important: This option only is available on PA Department SHIP
and PA Department SHIP

In order to activate the SHIP feature we have to go to the menu
TOOLS/CONFIGURATION/GENERAL OPTIONS and press the SHIP
tab. We will find the following window (Fig. 1).
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Options @
| General | M Lock £ User % Keps | & PFD B Automatic backup
oy Online | e L &= istos Advanced

SALTO server [SHIP):
[“]Enable SHIP server in this machine
SALTO sever SHIP): Vesn:
[AZMaR |1.0 V Wigw communications
TI:P.I’IF'__port :
8035
HOST zerver [SHIF]:
[]Enabled
Save =1 [ [+ Close l
(Fig. 1)

Activate communication SALTO (server) — Host (client)

When SALTO acts like server first of all we have to activate the
foIIowing checkbox : [“]Enable SHIP server in thiz maching

Once we have activated it we will see the name of the PC that is
going to work as Server “SALTO server (Ship)

Finally we have to select the TCP/IP port from where the
communication is going to be made.

The option ’ Wigw communications

will allow us to view all the
information shared between the SALTO server and all the clients
connected.

Activate communication SALTO (client) — Host (Server)



SALTO

nspiredaccess SALTO RW Pro-Access...... p.223

When the HOST is the server we have to enable the following
checkbox:

Once enabled we have to fill up the “HOST server (ship)” with the
name or IP address of the PC that is going to make this function.

After that we have to fill up the number of connections that we are
going to establish and the TCP/IP port where the communications are
going to be made.

The “Timeout” is the time that a client SALTO waits for the server
HOST to answer a request and return a result.

The option [ View communications will allow us to view all the

information shared between the SALTO server and all the clients
connected.
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12. SALTO Wireless

System setup

Together with the offline locks the system can be improved with the use of
the Salto Wireless escutcheons. This section describes the steps to setup a
complete Wireless installation.

12.1 RF_ENABLED=1
To start setting up the Wireless system, the radio frequency (RF) module must
be activated.

Follow the next steps:

Options IZ|

To be used by advanced operators only.

Advanced parameters Avallable parameters

[RF_ENABLED=1 ASSIGN_CARDS_AUTOMATIC
- AUTO_LOGOFF_TIMEDUT
CHECKIN_START_TIME
CU_PLEY_50UND
CUSYN_DATE_ExT
ExIT_LEAVES_OPEN
FREE_ASSIGNMEMT_LOCKER
IS_DEPARTMENTAL
KEY_ISSUING
LIMITED_DCCUPANCY
LOCKDOWN_ENABLED
| PRO%_ANTICLONING
RF_ENABLED
|ROLL_CALL
|ROOM_TOGGLE
SHOW EXT_ID
SHOW_KEY_DETECT_MODE
SHOW_ROM_CODE
SUBSUITE_OFFICE
SUBSUITE_OFFICE_GUEST
SyN_TIMEDUT
USE_PRIVILEGES

Save = Frint [ Cloze J
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12.2 RF OPTIONS
Under RF OPTIONS the general parameters of the system are defined.

Follow the next steps:

Site scan channels

RF Options @

RF Options |

Site zzan channels

] 0x0B [2405 MHz) [ 0x0C (2410 MHz)  [] 0200 (2415 MHz) D<0E (2420 MHz]
x0F (2425 MHz) %10 [2430 MHz) 0411 [2435 MHz) 012 (2440 MHz)
(%13 (2445 MHz) (414 [2450 MHz) (1415 [2455 MHz) 016 (2460 MHz)
0417 (2465 MHz) [ 0w12 (2470 MHz)  [[] Ox19 (2475 MHz) [ 0wl (2480 MHz)
Lock params Send statistics data eveny:

Self healing start time [unit 30 min]; _-'i | !_Disabled |

Lock heartbeat period [unit 10 sec): 5 |

[ Log diagnestic comm.

| 5 Close J

The SALTO Wireless system uses the IEEE 802.15.4 protocol transmitting the
signal at a high frequency range of 2,4GHz. This window shows the 16
different channels showing the name (in hexadecimal) and the corresponding
frequency.

In order to improve the quality of the transmissions, a channels filter is suitable.
Contact with your SALTO dealer for more details.

Lock params

. Self healing start time

This parameter (in units of 30min) defines the time the system will wait to start
with the Self healing process.

The Self healing process is started by the Wireless lock to look for a new
parent device (Gateway or Repeater) when the communication has been lost.

. Lock heartbeat period

This parameter (in units of 10s) defines the frequency of the lock’s heartbeat. It
consists in a brief signal the lock emits to be seen by its parent device
(Gateway or Repeater)
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Note: If there is no parent device redundancy, it is recommended to use “0” to
disable the self healing process.

Warning

TE WWarning! Choosing "0" value disables self-healing property.
L

Conkinue anyway?

es | Cancel

12.3 Gateways
The different Gateways must be declared with their static IP address.

Follow the next steps:

B Potiptinral | Periphesal
=

; Narre
¢ Gateway oot 2
! 1P addies:

192168 000.026 i

FPoaphets typs
& Efwminet encode v

& Etheinst encoder
Ethesnat onkne conrol und

@
=z
2

o« > oo+ x| 83 e | [ (G Cose | |

Once the Gateway is declared it must be addressed to establish the
communication.

Follow the next steps:
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The CLR button must be pressed to put the Gateway in address mode. Then

the Address button must be used.
By clicking on the “Scan on” button the “com.” led will show the status of the

Gateway.

Peripheral list

Sort Search [Description)

M 4 > Description V‘ ‘ |

IP address
192.168.000.222

Peripheral type

[ New ] [ [& View details ] [ El Delete ] [ & Print ] [ [> Close J

12.4 Repeaters
The Repeaters are managed through a separate window.

Follow the next steps:

2 parameters define this device:

- RF MAC address
This parameter consists of 3 pairs of hexadecimal numbers and is printed on

the Repeater RF antennae.

- Parent device
The Repeater has to be associated to another Gateway or Repeater (its parent

device).
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Name

‘ Repeater 25

Description

|

[

RF MAC address

Parent device

None

None
Gatewar
peater(]
Repeaterl6
Repeater07

Repeater0d

Note: the Gateway does not have any MAC address.

Once everything is setup, the Repeaters will associate themselves to their
parent device establishing the communication.

B ML a0t e Fen fore

o
L
°
°
B

2000F
200D
200008
2000

B $1athc network canfigeesthan
Wowe
Unawsgwd
= 2 Owwwey
\ Fapesndt
V Flapeswdt
\ Fageasil”
} Fapesedls
) St Bl
[ Bl e

H e piie books 5 23 |F~ﬂ;]l;-‘} | £ Ranhy

J | oo | 5] Delery

ji_. [ Gom |
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12.5 Wireless locks

The wireless locks are created through the DOORS menu.

Follow the next steps:

Open dre sac)

Calardy

Calena((X) - ‘

Opean node and pevedt
Open reods
Aomaly: openng + (Itce

Nave Open pesecch
T peecd (01 -
Descopson

Cormected docs

R .

Uscan doce

Susts Pt accesd Pat G0

Arp pasthach

] Ere artipucshack

) ikt waids harede operwg

Lock tiple
ED earey e
No g=tide mamed
Vikd el
=5 A0 [ Farwane
R
N ) 2

| & Ouzan

Adtande sty

o Tevegenod

o

o Pt

(g Towesires

tﬁ Towdyre
S

D Adags
> Abags

= Ooe ]

Mark the RF option in order to make it Wireless.

Once the different doors are created they have to be initialized with the PPD.
The escutcheons start the process to look for the available static devices
(Gateways / Repeaters) and associate to them.
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B 51 setwerk comtigareen

| B Ve ihiah |

¥ el addary

| s kucts K3 16

Yo

newt| | G |

osocooDOOeRDON

Monitoring of online locks

The online wireless system can be monitor through this window.

Follow the next steps:

Two new tabs give information about the status of the wireless

escutcheons.

RF locks

This window allows monitoring the status of the wireless locks. Together
with the door name, parameters like the coverage (level of signal), the
battery status, door left open and intrusion signals are displayed.
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ﬂMonitoring of online locks Q@@
Online control units | RF 'UCkSﬂ HFNetwork_
} Name RSS! Total: 1
B foee - = " -
| [] RFDoarB2 Jl 0
| [J RFDoi83 4 0 [l statt office
| ] RFDoorB4 Jd 0 -
| O] RFDoor85 3 1 = I End office
| [] RFDoarBE Al 0
| [ RFDoors? i 0
e -
[ .
| O] RFDooiss d 0= e Lodate
| [] RFDoartB Al 0 Send Black List
| [ RFDoorE? . 0
|1 ArDoost Wl o0
B e 4 o=
| [] RFDoai70 ¥ 0
| ] RFDoor71 A 0
| O] RFDoor?2 4 0
| [J RFDoor73 Jl 0 e
| ] RFDoari74 al 0 =
| [ RFDoor?s . 0
B oo q o
| ] RFDoor7? Jl 0 = e ——
| [] RFDoor78 Al =] i @ Clear events
| ] RFDoor79 Al 0
LC1 BEnanen 40 = hd
-> 14/04/2009 16:12:48 RFDoorsl Mr Third Door opened (key)
-> 14/04/2009 16:13:26 RFDoorsl Door left oven

While the bottom part shows the events in real time, on the right hand side
the following options are available:

’ Ji Open ]
It allows a remote timed opening of the selected wireless locks (the opening
delay is based on the “Increased open time”).

[ Jﬁ_ Start office ]

[ B End office |

The selected locks can be opened remotely (and stay opened). Prior to use
this option, the lock must have the office mode enabled.

[ [ Update I

An online update can be performed in order to send the last hardware
modifications.

| SendBlacklit |

Whenever a user is cancelled the black list is periodically sent to the online
devices (CU + wireless locks). This option permits to force a manual
sending of this information.

[ Test |
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This option sends a test signal that returns a “beep” from the escutcheon
confirming the communication.

[ Read version ]

The wireless lock firmware version will be displayed:
- RF antennae
- Control
- Reader

RF Network

The different wireless locks will associate automatically to the best
possibility of parent device (Gateway / Repeater) in terms of availability and

signal level.

.Nam!onvg of online locka r:fﬁlﬁl
Orde comel onds | AF kcks AF Nebwos
Horm FF Addens

Unssngned

0
0
0
037
s
0084
0xe
(13
0050
]
o0

ASr da

00%E
0%C

| 0053

Wl L] G Chan
005
el
]
e

"% Clew wvarts

>ooco0o000COROPOOSCOORODOOOODOOO

> Ackush

RICooEqe adnLy

Lockdown

This option allows securing a defined area with CU and Wireless locks in order
to easily close all the accesses in an emergency situation.

An activation of this feature is needed in the “Advanced” tab of the “General
Options”. LOCKDOWN_ENABLED=1
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Advanced pasreden
BY_ENASLED«2
LOTEDOWI_ENADLER=1

Gerew| B Loch € Uie | % Kow | = Hos| @ FFD | FNS

To be weedly sdvnced cwerddor: ordy

| & P

B Vities | Advarced

FREE_ASSIGNMENT_LOCKER
5_DEPZAINENTAL

WY _BSUING

UMTED OCCUPANCY

SHOW ENT_ID
SHOW_KEY_DETECT_MODE
DM_CODE

SHIW_ROM_
SUBSUITE_OFFICE

SIS UTE OFCE_GLEST
SN, TIvE DUt
USE_PRIVILEGES

Follow the next steps:

The lockdown area will group a list of online wall readers together with wireless

locks.

B seiectian siciag

e L (] [oemt e
f; @ WF

=

5

C e ] %o

J

Dixies g avemes by s e
Dot

[o1]
wel

Follow the next steps:
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Once the areas are defined the “Emergency close” button can be used to
remotely close all (or the selected) the doors within an area or “Emergency
Open’” if necessary.

= — O

“1 Open

Hl Emergency Open

]
f|
|_'_ Emergency Close |
]

| W Endemergency

The access to these units will be denied (even if the user has the rights on the
card) until “End emergency” button is pressed.
Only the authorized users with the “Override lockdown” options will be able to

open them.
User
U sczmuam
q 02 Coree B
Tos  Fastngew Last mame “Zmn
'™
Noaa
Mbe
Cslenviar Group
Coardy ()t ¥ pNOME -

IT Use mdended oparey e L]

< (] Dversae lockidomn >
Uset and hap mgn don

[IUse aripashiac) ' ;
[¥: 203 cpacings n hekay [ U enpunion




